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Foreword

In November of 1998, Cisco Systems acquired a small startup called Selsius Systems.
For over a year this small company had been shipping the world's first IP phones and
Windows NT-based call management software consisting of close to a million lines of
C++ code with a small development staff of about 40 engineers. Since the
acquisition, the code base has evolved into many millions of lines of C++, XML, and
Java code, and the development staff now has over 500 engineers. The level of
sophistication and capability has increased dramatically and is a key component of
the Cisco Architecture for Voice, Video, and Integrated Data (AVVID). Current
deployments range from extremely distributed enterprises with hundreds of remote
offices to small 50-person offices. Geographically, systems are deployed across the
world, including exotic locations such as Antarctica and the International Space
Station!

AVVID's IP Telephony components (including the IP phones, gateways, and Cisco
CallManager) comprise a telephony system that is both richer than and different from
traditional TDM-based phone systems. For example, manageability and serviceability
are achieved through either a browseable interface or an XML SOAP-based protocol
for integration with existing IT systems. Geography disappears as a problem because
telephony functions, manageability, and serviceability all traverse the IP network.
Proprietary databases disappear in favor of standard SQL databases and LDAP
directories. Nevertheless, this unification and standardization of telephony on IP
networks also presents unique challenges. Voice quality can be impacted by poor IP
network design. Capacity planning requires consideration of IP address numbering.
Music on Hold as a multicast stream requires proper switch and router configuration.
These are only a few examples of the unique considerations that must be given to IP
Telephony deployments.

This book incorporates the authors' real-life experiences in planning and
troubleshooting IP Telephony within the AVVID solution. The wisdom contained
herein has been gained over the course of thousands of real customer experiences.
Paul Giralt and Addis Hallmark are two of the very best troubleshooters in the
industry, and Anne Smith has written about and worked with the system since the
earliest releases. Paul has been with Cisco's customer support organization for
several years. His depth and breadth of knowledge across all Cisco products are
legendary, including his most recent focus on IP Telephony. | have seen him in
action at some very large and sensitive customer installations, where he resolved
extremely difficult problems and provided excellent guidance during upgrades and
installations. We were fortunate to get him back, inasmuch as our customers were
loathe to let him leave! Addis has been involved in the development and testing of
many AVVID products. He has been personally engaged with many key customers



during deployment and operation and has received numerous rave reviews from
customers. Addis also has been instrumental in the security design aspects of Cisco
CallManager. Anne is an author and the technical editor for this and several other
AVVID books. She has been engaged with the technology since its inception at
Selsius Systems.

I highly recommend this book to any individual or organization involved in installing,
operating, or troubleshooting one of the most exciting advances in the long history of
telephony. Written by three of its pioneers, this book serves as a guide for the rest of
the pioneers who aren't afraid to help their organization communicate in its own way,
the better way, the IP way.

Richard B. Platt

Vice President for Enterprise Voice, Video Business Unit

Cisco Systems, Inc.

Introduction

This book teaches you the troubleshooting skills you need to isolate and resolve IP
telephony problems. IP telephony is a relatively new technology with many different
components. The Cisco IP Telephony (CIPT) solution revolves around Cisco
CallManager, the core call processing engine. CIPT includes many different endpoints,
such as IP phones, various gateways, and various applications such as Cisco IP IVR,
Cisco CallManager Attendant Console, Cisco IP SoftPhone, Cisco Conference
Connection, extension mobility, and more. Additionally, the network infrastructure
plays an important role in prioritizing voice packets to ensure quality of service
(QoS).

With all these components involved in transmitting voice across packet networks, it
is essential that you be able to identify and resolve issues in the entire solution. This
requires knowledge of the functionality of these components and how they interact
with each other, as well as what tools are available to help you find the root cause
when problems arise. This book educates you about the techniques, tools, and
methodologies involved in troubleshooting an IP telephony system.

Target CallManager Release

This book is written to CallManager release 3.3. Updates to this book may be
provided after publication. You should periodically check the ciscopress.com web site
for updates (go to ciscopress.com and search for "Troubleshooting Cisco IP
Telephony").

Goals and Methods

This book intends to deliver a methodology you can follow when troubleshooting
problems in an IP telephony network, particularly a Cisco IP Telephony solution. This
book provides detailed troubleshooting information that applies to a variety of
problems that can occur in any IP telephony deployment.

"Best Practices" sections in each chapter provide tips and design considerations to
help you avoid common configuration problems.



Who Should Read This Book?

This book is designed to teach you how to isolate and correct problems in an IP
telephony network. If you are a networking professional responsible for

administering a Cisco IP Telephony (CIPT) system, this book is for you. Although this
book's main focus is on CIPT, some concepts apply to IP telephony in general as well.
You will best be able to assimilate the information in this book if you already have a
working knowledge of a CIPT network.

How This Book Is Organized

Although you could read this book cover-to-cover, it is designed to help you find
solutions to specific problems. The chapters are organized by the various
components of a Cisco IP Telephony solution. Four appendixes provide reference
information.

e Chapter 1, "Troubleshooting Methodology and Approach™— You can
troubleshoot even the most complex problems if you have a good
methodology in place for finding the root cause. This chapter focuses on
teaching that methodology: learning how to find clues and track down your
"suspect” by breaking the problem into smaller pieces and tackling each piece
individually.

e Chapter 2, "IP Telephony Architecture Overview"— Cisco AVVID
includes many different components that come together to form a
comprehensive architecture for voice, video, and integrated data. This
chapter covers the basic components of the IP Telephony architecture in order
to provide a big-picture view of the system.

e Chapter 3, "Understanding the Troubleshooting Tools"— To effectively
troubleshoot problems in a Cisco IP Telephony network, you must be familiar
with the many tools at your disposal. In addition, you need to know how to
best use those tools to achieve maximum results. This chapter describes the
various tools and their different uses.

e Chapter 4, "Skinny Client Registration”— IP phone registration is a
common source of problems. This chapter describes how Skinny protocol-
based device registration works, including discussions of inline power,
network connectivity, and potential TFTP and CallManager issues.

e Chapter 5, "IP Phones"— IP phones can encounter various problems, from
unexpected resets to directory and service problems, and more. This chapter
explains proper IP phone behavior and examines problems that can occur
after an IP phone successfully registers.

e Chapter 6, "Voice Gateways'— Voice gateways are the interface that
bridges the Voice over IP (VolP) world with the Public Switched Telephone
Network (PSTN). Voice gateways can be Cisco 10S Software gateways or
modules within voice-enabled LAN switches. They can be analog or digital,
and they can use a wide variety of signaling protocols. This chapter teaches
you how to identify and resolve gateway problems by breaking these
components into logical groups and following a methodical troubleshooting
approach.

e Chapter 7, "Voice Quality"— Voice quality is a broad term that covers the
following conditions: delayed audio, choppy or garbled audio, static and noise,
one-way or no-way audio, and echo. This chapter focuses on the information



you need to investigate and resolve voice quality problems in an IP Telephony
network.

Chapter 8, "Fax Machines and Modems'"'— Fax machines and modems
present unique challenges when carried over an IP Telephony network,
primarily due to their unforgiving nature concerning any modification to the
audio stream. This chapter discusses the effect of packet loss and jitter, fax
passthrough, fax relay, and how to troubleshoot modems and faxes.
Chapter 9, "Call Routing"— Possessing a strong understanding of call
routing is arguably one of the most important aspects of a smooth-operating
CIPT solution. This chapter discusses closest-match routing, calling search
spaces and partitions, transformations, and translation patterns as well as
troubleshooting hold, transfer, park, and call pickup.

Chapter 10, "Call Preservation'— Call preservation is easier to predict
when you understand the protocol interaction with CallManager. This chapter
provides guidelines for determining call survivability based on endpoint type
and protocol.

Chapter 11, "Conference Bridges, Transcoders, and Media Termination
Points"— Conference bridges, transcoders, and media termination points are
media resources. This chapter discusses the role of media resource groups
and media resource group lists, codec selection, and troubleshooting
transcoder and conference bridge resources.

Chapter 12, "Music on Hold"— The Music on Hold feature allows callers to
hear streaming audio while on hold. This chapter describes this feature and
provides steps to take if you encounter problems.

Chapter 13, ""Call Admission Control”— Call admission control is used in
situations where a limited amount of bandwidth exists between telephony
endpoints such as phones and gateways. This chapter discusses the two types
of call admission control—locations-based and gatekeeper—and the
mechanisms available to reroute calls through the PSTN in the event of WAN
congestion.

Chapter 14, "Voice Mail"— CallManager is compatible with a variety of
voice mail systems that integrate with CallManager through various methods.
This chapter focuses on troubleshooting the integration of CallManager and
three types of voice mail systems: Cisco Unity, third-party voice mail systems
integrated via Simple Message Desk Interface (SMDI), and Octel Voice Mail,
integrated through Cisco DPA Voice Mail gateways.

Chapter 15, ""Survivable Remote Site Telephony (SRST)"— SRST allows
a router at a remote branch to assume call processing responsibilities in the
event that phones at a remote site are unable to contact the central
CallManager. This chapter describes SRST and provides detailed information
about the various problems that can occur.

Chapter 16, ""Applications”— Cisco AVVID allows for the creation of many
different applications to interoperate within the converged network. This
chapter discusses some of the primary applications in a Cisco AVVID IP
Telephony solution, such as IP AA and IP IVR, extension mobility, Cisco IP
SoftPhone, Personal Assistant, and Cisco CallManager Attendant Console.
Chapter 17, "SQL Database Replication”— The SQL relational database
stores the majority of CallManager configuration information. This chapter
discusses the Publisher-Subscriber model for database replication, name
resolution, Enterprise Manager, Replication Monitor, broken subscriptions, and
CDR database replication.

Chapter 18, "LDAP Integration and Replication'— User information is
stored in a Lightweight Directory Access Protocol (LDAP) database. This



chapter describes directory integration versus directory access, using the
CallManager embedded directory, and integrating with Active Directory and
Netscape iPlanet.

e Appendix A, "Cisco IP Telephony Protocol and Codec Information and
Reference'— Cisco IP Telephony employs many different protocols and
codecs. This appendix provides a list of applicable protocols and codecs with
descriptions and the standards body corresponding to the protocol or the
Request for Comments (RFC) number. Compression rates are given for each
codec.

e Appendix B, "NANP Call Routing Information”— CallManager provides a
built-in dial plan for the North American numbering plan (NANP). This
appendix provides information from the NANP file located in the C:\Program
Files\Cisco\Dial Plan directory. This file shows you how each part of an NANP
number corresponds to a specific placeholder. It is particularly useful when
you're learning how to apply route filters.

e Appendix C, "Decimal to Hexadecimal and Binary Conversion Table"—
This appendix provides a cheat sheet that shows you how to quickly convert
between decimal, hexadecimal, and binary values.

e Appendix D, "Performance Objects and Counters'— Microsoft
Performance (PerfMon) and the Real-Time Monitoring Tool allow you to
monitor your system through the use of performance counters. This appendix
lists and describes the performance objects and counters in a Cisco IP
Telephony network. Some pertinent Windows 2000 counters are also
described.

e Glossary— The glossary defines terms and acronyms used in this book.

Best Practices

In a perfect world, there would be no need for this book, because systems would
always run perfectly. Unfortunately, in the real world, problems do arise, and they
usually don't go away on their own. However, an administrator/installer can
proactively take steps to ensure reliability and high availability and minimize the
number of problems that arise.

Best practices include not only design considerations but also monitoring and
management. A properly monitored system can detect failures before they become
service-affecting. Each chapter contains a section outlining best practices as they
apply to the chapter topic.

In a properly designed network, you can achieve 99.999 percent reliability—a rating
that is expected of a telephone system.

High Availability in an IP Telephony Environment

High availability for IP telephony is based on distribution and core layers in
the network and servers (call processing, application servers, and so on).
BellCore Specification GR-512 defines what criteria must be met to achieve
"five 9s" (99.999 percent) reliability. A careful examination of this document
is recommended if you are interested in understanding 99.999 percent
reliability. Note that many "events" are not counted against five 9s
reliability. Some of these events include the following:

e OQutages of less than 64 devices




e Outages less than 30 seconds in duration

e Outages due to outside causes, such as power loss from utility or
network circuit failures caused by the provider

e Outages due to planned maintenance

The Cisco AVVID IP Telephony solution can achieve 99.999 percent
reliability per the BellCore FR-512 specification.

Command Syntax Conventions

The conventions used to present command syntax in this book are the same
conventions used in the I0S Command Reference. The Command Reference
describes these conventions as follows:

Vertical bars | separate alternative, mutually exclusive elements.

Square brackets [ ] indicate an optional element.

Braces { } indicate a required choice.

Braces within brackets [{ }] indicate a required choice within an optional

element.

e Boldface indicates commands and keywords that are entered literally as
shown. In actual configuration examples and output (not general command
syntax), boldface indicates commands that the user inputs (such as a show
command).

e Italic indicates arguments for which you supply actual values.

OSI Reference Model

Throughout the book, a few references are made to the OSI model. Table 1-1
provides a brief primer on the OSI reference model layers and the functions of each.
You can learn more about the OSI model in any of the Cisco Press books that target
the CCNA certification.

Table 1-1. OSI Reference Model Overview

OSIl Layer Functional Description Examples
Name
Physical Responsible for moving bits of data between EIA/TIA-232, V.35
(Layer 1) devices. Also specifies characteristics such as

voltage, cable types, and cable pinouts.
Data link Combines bytes of data into frames. 802.3/802.2,
(Layer 2) Provides access to the physical media using a HDLC

Media Access Control (MAC) address, which is
typically hard-coded into a network adapter. Also
performs error detection and recovery for the
data contained in the frame.

Network Uses logical addressing which routers use for IP, IPX




Table 1-1. OSI Reference Model Overview

OSIl Layer Functional Description Examples
Name
(Layer 3) path determination. Can fragment and

reassemble data if the upper-layer protocol is

sending data larger than the data link layer can

accept.
Transport Provides reliable or unreliable delivery of data TCP, UDP
(Layer 4) packets. Allows for multiplexing of various

conversations using a single network-layer

address. Can also ensure data is presented to the

upper layers in the same order it was

transmitted. Can also provide flow control.
Session Sets up, coordinates, and terminates network Operating systems
(Layer 5) connections between applications. Also deals with | and application

session and connection coordination between
network endpoints.

access scheduling

Presentation |Defines how data is presented to the application |JPEG, ASCII
(Layer 6) layer.

Can perform special processing, such as

encryption, or can perform operations such as

ensuring byte-ordering is correct.
Application Interface between network and application Telnet, HTTP
(Layer 7) software.

Comments for the Authors

The authors are interested in your comments and suggestions about this book.
Please send feedback to the following address:

troubleshootingcipt@external.cisco.com

Further Reading

The authors recommend the following sources for more information.

Cisco Documentation

This book provides comprehensive troubleshooting information and methodology.
However, details about common procedures might not be provided. You should be
familiar with and regularly use the documentation that is provided with the Cisco IP
Telephony system to supplement the information in this book.
You can find Cisco IP Telephony documentation by searching for a specific product on
Cisco.com or by starting at the following link:




www.cisco.com/univercd/cc/td/doc/product/voice/index.htm

You can examine the following books at a technical bookseller near you or online by
entering the title in the search box at www.ciscopress.com.

Cisco CallManager Fundamentals: A Cisco AVVID Solution

You can find detailed information about CallManager's inner workings in the book
Cisco CallManager Fundamentals (ISBN 1-58705-008-0).

Developing Cisco IP Phone Services: A Cisco AVVID Solution

You can find instructions and tools for creating custom phone services and directories
for Cisco IP Phones in the book Developing Cisco IP Phone Services (ISBN 1-58705-
060-9).

Cisco IP Telephony

You can find installation, configuration, and maintenance information for Cisco IP
Telephony networks in the book Cisco IP Telephony (ISBN 1-58705-050-1).

Integrating Voice and Data Networks

You can find information on how to integrate and configure packetized voice
networks in the book Integrating Voice and Data Networks (ISBN 1-57870-196-1).

Cisco Router Configuration, Second Edition

Cisco Router Configuration, Second Edition (ISBN 1-57870-241-0) provides example-
oriented Cisco 10S Software configuration for the three most popular networking
protocols used today—TCP/IP, AppleTalk, and Novell IPX.

Icons Used in This Book

Throughout this book, you will see a number of icons used to designate Cisco-specific

and general networking devices, peripherals, and other items. The following icon
legend explains what these icons represent.
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Active Directory domain name problems

Active Directory integration troubleshooting and overview

Active Directory schema modifications

Active Directory—users added in Active Directory don't show up in CallManager
Administration

Adding a user fails

Alarms (red and yellow) on a digital interface

"Already in conference" message

Attendant Console client configuration

Attendant Console—fast busy on calls to a pilot point

Attendant Console—line states won't update

Attendant Console—lines are disabled

Attendant Console—login failed

Attendant Console—longest idle algorithm is not working properly
Attendant Console—new user doesn't display



Attendant Console server configuration

Attendant Console—some line states show Unknown status
Attendant Console troubleshooting methodology
Attendant Console—wrong directory list displays
Audio problems

Audio Translator problems

Automated alternate routing (AAR) troubleshooting
Busy signal not heard on an IP phone

Calling name display problems

Calling search spaces, overview

CallManager Serviceability

CallManager wildcard summary

Call preservation, overview

Call routing problems

CCM traces—how to read

CCM traces—how to read Skinny messages

CDRs are not being written properly

CDRs are not generated by Subscriber

Choppy audio

"CM Down, Features Disabled" message

"CM Fallback Service Operating” message
CMI—reading traces

Codec selection between devices

Conference bridge—out of resources

Conference Connection doesn't work

Corporate directory—add or delete users fails in CallManager Administration
Corporate directory—Error: "The phone administrator is currently not allowed to add
or delete users"

CRA Administration page does not load

CRA Application Engine problems

CRA directory configuration troubleshooting

CRA trace files (MIVR)

Customer Directory Configuration Plugin troubleshooting
Database Layer Monitor is not running properly
Database replication problems

D-channel won't establish on PRI

DC Directory—reconfiguring in CallManager 3.3

DC Directory—reconfiguring in pre-3.3 CallManager
Directory access troubleshooting

Directory troubleshooting

Delayed audio

Delayed routing

Dial peer matching in 10S, overview

Dick Tracy

Digit discard instructions (DDIs), overview
directories button doesn't work

Disconnected calls with cause code OXE6, "Recovery on timer expiry."
DPA 7610/7630—MWI problems

Dropped calls

Dropped packets

DTMF relay, overview

El interface troubleshooting

Echo problems



"Exceeds maximum parties” message
Extension mobility—common error messages
Extension mobility problems on CallManager release 3.1 or 3.2
Extension mobility problems on CallManager release 3.3
Extension mobility troubleshooting methodology for CallManager release 3.1 or 3.2
Failover—phone behavior and causes

Fax machine troubleshooting methodology
Fax passthrough configuration

Fax passthrough, overview

Fax relay debugs, enabling

Fax relay, overview

Fax takes twice as long to complete

FXO port will not disconnect a completed call
Garbled audio

Gatekeeper call admission control

H.323 call flow (H.225 and H.245)

Hold and resume problems

Hold doesn't play music

Intercluster trunk troubleshooting
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No-way audio
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One-way audio



Outside dial tone played at the wrong time
Park problems

Partitions, overview

Personal Assistant is not intercepting calls
Personal Assistant—MW!I problems
Phone—busy signal not heard
Phone—failover and failback

Phone—inline power problems
Phone—network connectivity and Skinny registration
Phone stuck in SRST mode

Phone—switch port operation
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Phone won't register

Pickup/group pickup problems
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PRI—CallManager sends the proper digits to the PSTN, but call won't route properly
PRI signaling troubleshooting
Publisher-Subscriber model, overview
Q.931 Translator

Registration problems on IP phone
Replication problems

Reset vs. restart
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Route filters, overview

SDL traces—how to read

Search for a user fails
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T1 interface troubleshooting
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Transcoder—out of resources
Transcoder—understanding codec selection between devices
Transfer problems

Transformation troubleshooting
Transformations and masks, overview
Transformations, overview

Translation pattern troubleshooting
Unity—MW!I problems

Unity—TSP configuration

VAD—effect on voice quality

VG248—MWI problems

Voice mail—MW!I problems (DPA 7610/7630)
Voice mail—MW!I problems (SMDI)

Voice mail—MW!I problems (Unity)
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WS-X6608—T1 CAS problems

WS-X6608 T1/E1 configuration troubleshooting
WS-X6608—unexpected resets

WS-X6624 FXS analog gateway configuration

Chapter 1. Troubleshooting
Methodology and Approach

It's 5:30 a.m. on a Monday and your pager goes off. You recognize the phone
number— it's your CEO's administrative assistant. As the administrator of the
company's 8000-phone IP Telephony network, you assume there's a big problem.
You rush into work and find the CEO's administrative assistant, who states that
several calls for the CEO have been disconnected in the middle of the call, including
a call from a very important customer. Where do you start?

Troubleshooting a Cisco IP Telephony network can be a daunting task. Rather than
describing step-by-step how to solve specific problems (subsequent chapters provide
that information), this chapter focuses on teaching a good troubleshooting
methodology: learning how to find clues and track down your "suspect" by breaking
the problem into smaller pieces and tackling each piece individually.

A typical IP Telephony network consists of—at the very least—one or more of the
following components:

e Cisco CallManager servers
e |P phones
e Voice gateways

These components are in addition to the data network infrastructure that supports
voice over IP (VolP) traffic. More-complex installations can have dozens of servers

for different services and redundancy, each server running a variety of applications,
as well as hundreds or thousands of IP phones and a large number of voice gateways.



Before exploring the myriad of tools, traces, and techniques available to you that aid
in troubleshooting, you must develop a systematic method by which you can focus
on the problem and narrow it down until you determine the root cause.

In addition to the information in this book, you should become familiar with the
various standard protocols that are used in an IP Telephony network, such as the
following:

e H.323

¢ Media Gateway Control Protocol (MGCP)

e Telephony Application Programming Interface/Java Telephony Application
Programming Interface (TAPI/JTAPI)

You should also become familiar with the protocols used when interfacing with the
traditional time-division multiplexing (TDM)-based Public Switched Telephone
Network (PSTN), such as the following:

Q.931 (an ISDN protocol)

T1- or E1-Channel Associated Signaling (T1-CAS or E1-CAS)
Foreign Exchange Office (FXO)

Foreign Exchange Station (FXS)

Additionally, because an IP Telephony network runs over a data network, it is
important to understand the protocols that transport VolP data, such as the following:

Internet Protocol (IP)

Transmission Control Protocol (TCP)
User Datagram Protocol (UDP)
Real-Time Transport Protocol (RTP)

Later chapters cover some of these concepts. However, each of the mentioned
protocols could take up an entire book on its own, so you should refer to the
specifications and RFCs or to other materials that go into detail about these protocols.
Appendix A "Cisco IP Telephony Protocol and Codec Information and References,"
provides references to where you can find additional information for each protocol
discussed in this book.

On the other hand, because the Skinny Client Control Protocol (SCCP or Skinny
protocol, the Cisco-developed protocol that Cisco IP Phones use) is not the product of
an industry-wide standards body, this book goes into additional detail about how this
protocol works. Understanding the Skinny protocol is essential to understanding how
the phone operates and how to troubleshoot problems with it. The Skinny protocol is
covered in greater detail in Chapter 5, "IP Phones."

Developing a Troubleshooting Methodology or
Approach

To track down a problem and resolve it quickly, you must assume the role of
detective. First, you need to look for as many clues as you can find. Some clues lead
you to additional clues, and others lead you to a dead end. As soon as you've got all
the clues, you need to try to make sense of them and come up with a solution. This



book shows you where to look for these clues and track down the problem while
trying to avoid as many dead ends as possible.
Troubleshooting a problem can be broken down into two stages: data gathering and
data analysis, although your analysis might lead you to collect additional data. The
following list is a general guide for steps to take when troubleshooting an IP
Telephony problem:

Step 1. Gather data about the problem:

Identify and isolate the problem.

Use topology information to isolate the problem.
Gather information from the end users.
Determine the problem's timeframe.

apop

Step 2. Analyze the data you collected about the problem:

a. Use deductive reasoning to narrow the list of possible causes.

b. Verify IP network integrity.

c. Determine the proper troubleshooting tool(s), and use them to find the
root cause.

Production Versus Nonproduction Outages
Troubleshooting a problem can occur in one of two timeframes:

e During a scheduled outage window, such as when you're installing a new
system, adding components, or upgrading for new features or functionality
e During production hours when the problem affects end users or service

Although the methodology to troubleshoot problems in either of these two situations
is similar, the focus on how to resolve the problem should be different. In the case of
a service-affecting problem during production hours, the focus should be to quickly
restore service by either resolving the problem or finding a suitable workaround.

In contrast, when a problem is found during a new install or scheduled outage
window, the focus should be on determining the root cause to ensure the problem is
completely diagnosed and resolved so that it does not have the potential to become
service-affecting.

For example, if users are encountering a delayed dial tone or sluggish behavior on
their phones, you might discover that a high-level process on CallManager is
consuming 100 percent of the CPU on one of the servers. During a new install or
scheduled outage window, it's a good idea to investigate what is causing the CPU
consumption to ensure that the problem does not return during production hours.
However, if this problem occurs during production hours, the best approach is to stop
or restart the offending process and let the redundant systems take over to quickly
restore service. After you restore service, perform a root-cause analysis to try to
determine why that process was consuming the CPU. The downside of this approach
is that you might not be able to further troubleshoot the problem when the process
is restarted. Fortunately, CallManager provides many diagnostic traces (if they are
enabled prior to the problem) that you can reference after a problem has occurred to
see what was happening on CallManager at the time of the problem.

Note that although 100 percent CPU of a high-level process can cause sluggish
behavior or delayed dial tone, do not infer from this that 100 percent CPU is



necessarily always a bad thing. As of CallManager 3.3(1), low priority tasks (such as
phone registrations) can consume 100 percent CPU without causing adverse effects
to the ability to place or receive calls. Look at the 100 percent CPU as a possible
symptom but not necessarily the root cause. In this case, you observe the symptoms
of sluggish or delayed dial tone and 100 percent CPU utilization and make a
correlation between the two.

If you encounter an event where you are unable to determine the root cause due to
insufficient information, it is a good idea to turn on the appropriate traces to ensure
that if the problem reoccurs, you will have enough data to identify the root cause.
Sometimes, several service-affecting problems occur simultaneously. In fact, this is
not uncommon, because multiple problems often manifest themselves as symptoms
of the same root cause. When multiple problems occur simultaneously, focus on the
problem that has the greatest impact on users. For example, if some users are
reporting dropped calls and others are reporting occasional echo, the two problems
are probably unrelated. Troubleshoot the dropped-call problem first because keeping
calls connected is more critical than removing the occasional echo on an active call.

Step 1: Gathering Data About the Problem

So you've just installed a new IP Telephony network, or you've been given the task
of maintaining one—or maybe you've taken your first CallManager out of the box and
are having problems getting it to run. You've encountered a problem. The first thing
to do is gather as much information about the problem as possible.

Identifying and Isolating the Problem

Half the battle in troubleshooting a problem is determining which piece of the puzzle
is the source of the problem. With so many different pieces composing an IP
Telephony network, the first step is to isolate the problem and, if multiple problems
are being reported, determine which of the problems might be related to each other
and which should be identified as separate problems.

You must also determine which parts of the problem are symptoms and which are
the root cause of the problem. For example, if a user complains of a phone resetting
itself, it might seem logical to first assume that something is wrong with the phone.
However, the problem might lie with CallManager or one of the many routers and
switches that make up the underlying data network. So although the symptom is a
phone reset, the root cause could be a WAN network outage or CallManager failure.
You must always remember to look at the big picture when searching for the root
cause and not let the symptoms of the problem lead you in the wrong direction. To
help you visualize the big picture, detailed topology information is essential.

Using Topology Information to Isolate the Problem

You can take many proactive steps to help make the troubleshooting process easier.
One of the first lines of defense is possessing current topology information. One of
the most important pieces of topology information is a detailed network diagram
(usually created using Microsoft Visio or a similar application). The network diagram
should include network addressing information and the names of all the devices. It
should also clearly show how the devices are interconnected and the port numbers
being used for these interconnections. This information will prove invaluable when
you try to isolate which components are involved in a particular problem.



For medium- to larger-sized networks, you should have a high-level overview
topology that gives you a general idea of how things are connected and then several
more-detailed diagrams for each piece of the network that drill down to the interface
level on your network devices.

Figure 1-1 shows a typical high-level topology diagram for a large enterprise IP
Telephony network. Notice that device names and IP addresses are listed in the
diagram. This makes troubleshooting easier by allowing you to quickly look up
devices to access them. Because Figure 1-1 is a high-level diagram, it does not get
down to the interface level of each device.

Figure 1-1. Sample High-Level Topology Diagram

Most networks are not as large as the one shown in Figure 1-1. However, no matter
the size of your network, a similar topology diagram is very useful for quickly sharing
information about your network with others who might be assisting you in
troubleshooting.

In addition to the network diagram, you should use some method to store
information such as IP address assignments, device names, password information,
and so on. For a small network, you can use something as simple as a spreadsheet
or even a plain text file. For larger deployments, some kind of database or network
management application such as CiscoWorks is recommended. Many customers keep
all this topology information on a web server as well, making it quickly and easily
accessible to others when it is needed the most. Be sure to keep this information in a
secure location.

You also need documentation of your dial plan. Some deployments, especially those
heavily utilizing toll-bypass, have very complex dial plans. Knowing where a call is



supposed to go just by knowing the phone number and from where it is dialed helps
you quickly understand a problem.

When your topology information is complete, it should include all the following
information:

¢ Interconnection information for all devices, including device names and port
numbers. If any patch panels exist between devices, the port numbers should
be listed.

e IP addressing for all network devices (routers, switches, and so on)

e IP addressing for all telephony and application servers and voice gateways
(including data application servers)

e IP addressing for endpoints (that is, scopes of a DHCP pool)

¢ WAN and PSTN service provider names and Circuit IDs for each circuit

e Spanning-tree topology, including root bridges for all VLANs and which ports
should be forwarding and blocking

e Dial plan information

e Software version information for all devices

If you are troubleshooting a network you didn't design, topology is one of the first
pieces of information you should obtain, if it's available. If a topology drawing is not
available, it is a good idea to spend time obtaining this information from someone
who is familiar with the network and then making a quick sketch. A general
topological understanding of the network or at least the piece of the network in
question helps when you're trying to differentiate the problem from its symptoms.
It's necessary when you're trying to isolate the problem to a particular part of the
network.

For example, if a user reports hearing choppy audio when making a conference call,
it is essential to know exactly where in the network the conference bridge device is
located in relation to the user's phone, including all the intermediate network devices.
Without a network diagram, finding this information could waste precious time.
Assume that the network you are troubleshooting looks like Figure 1-1. If the user's
phone is connected to Access Switch 1A, the other conference participants are on
Access Switch 1Z, and the conference bridge device is on Voice Switch 1A, you can
see that the number of devices is greatly reduced from 100 or more switches and
routers to four or five.

What is worse than not having topology information? Having incorrect topology
information can lead to countless hours heading down the wrong path. If you're
going to keep topology information (highly recommended), make sure you keep it
current.

Use all the topology information you have to narrow down which pieces of the
network might be involved in the problem you are trying to troubleshoot. To further
isolate the problem, interview the end users who reported the problem to gather
additional information.

Gathering Information from the User

Information the user provides can be vital to your ability to correct a problem. Try to
gather as much detail as possible on exactly what the problem is. Often when
troubleshooting a problem, you might realize that what you've been troubleshooting
for hours is not really the problem the user encountered. The more detail about the
problem you can gather before you begin troubleshooting, the easier it is to find a



resolution—and that means less frustration for you. Here is some general information
to collect from users:

e Details about exactly what the user experienced when the problem occurred.

e Phone numbers for all parties involved in the problematic call or calls. You can
use this as search criteria if you need to look through traces.

e Actions performed by the user when the problem occurred. This includes what
buttons were pressed and in what order.

e User observations. This includes text messages displayed on the phone or
recorded announcements.

¢ Information about the user's device. For example, if the user experienced a
problem while using a 7960 phone, get the phone's MAC address and IP
address, along with registration information and any other statistics available
from the phone.

Sometimes the information provided by an end user is not enough to even begin
troubleshooting. For example, if a user has trouble transferring calls, you should ask
what steps the user took when the problem happened and, if possible, when the
problem occurred so that you can examine traces. Sometimes the proper diagnostic
tools are not enabled when the problem occurs, forcing you to ask the user to inform
you the next time the problem occurs. Be sure to turn on tracing or debugs before
making the request so that when the problem occurs again, you will have captured
the data. Users can get quite irritated if you have to ask them for the same piece of
information two or three times. Also point out to the user the importance of letting
you know immediately after a problem occurs, as many of the diagnostic trace files
overwrite themselves within several hours or days (depending on the amount of
traffic on your system).

Determining the Problem's Timeframe

In addition to what the problem is, you should try to determine when the problem
occurred. Determining the problem's earliest occurrence can help correlate the
problem with other changes that might have been made to the system or other
events that occurred around the same time. For example, assume that a regular
workday begins at 9 a.m. and ends around 6 p.m. Many users report that they get a
busy signal when dialing into their voice mail. It is important to know whether they
are attempting to do this at 9:10 a.m., a time when the voice mail system is likely
under attack from many users all trying to access the system at once. This might
change the problem from a troubleshooting issue to a load-balancing or equipment-
expansion issue. You check the voice mail system and notice that at the time the
problem was reported, all the voice mail ports were in use. Clearly in this example
you need more voice mail ports or servers to handle call volume. However, if the
problem occurs at 10:30 p.m., capacity is likely not the problem, so it's time to start
troubleshooting your network and voice mail system. As another example, if a user
reports that her phone was not working for 10 minutes and you know there was a
network outage in her part of the building at that time, you can be relatively sure
that the problem was due to the network outage.

When relying on end users to give "when" information about a problem, ask them to
note the time on their phone when the problem occurred. The phone's time is
synchronized with the clock on the CallManager to which the phone is registered. As
long as you have the time on your CallManagers and network devices synchronized,



having a phone-based time from the user makes finding the proper trace files very
easy.

In some cases, the information about when a problem occurred might be the only
piece of information you have other than a limited description of the problem at hand.
If you have information about when, you might be able to look through trace files
during that timeframe to search for anything abnormal.

TIP

Although it is important to use information about when the problem started
happening, it is equally important to not assume that the problem was a
direct result of an event. For example, if a user reports a problem the day
after an upgrade was performed on CallManager, you might give some
credence to the notion that the upgrade might have caused the problem,
but don't automatically assume that this is the root cause.

Step 2: Analyzing the Data Collected About the Problem

Now that you have collected data from a variety of sources, you must analyze it to
find the root cause and/or workaround for your problem.

Using Deductive Reasoning to Narrow the List of Possible Causes

The next part of your fact-finding mission is to identify the various components that
might be involved and to eliminate as many components as possible. The more you
can isolate the problem, the easier it is to find the root cause. For example, if a user
complains about choppy voice quality, consider some of the following questions to
help isolate the real problem, and think about how the answer will help narrow your
focus:

e Does the problem happen on only one phone? If so, you can probably
eliminate hundreds or thousands of other phones as suspects. However, keep
in mind a single user's perspective. He might think the problem happens only
on his phone, so you'll have to ask other users to see if the problem is more
widespread than a single phone.

¢ What numbers are being called when the problem occurs? The answer to this
question helps determine which parts of the system are being used when the
problem occurs. For example, if the user never experiences poor audio quality
when calling certain numbers but always experiences it when calling other
numbers, this is a big clue.

e Does the problem happen only between IP phones, only through one or more
voice gateways, or both? The user probably won't know the answer, but you'll
be able to answer this question yourself after you answer the preceding
question about which numbers are being called when the problem happens.

You will find more detailed questions similar to these throughout this book when
troubleshooting particular problems.



Although not all of the following apply to every problem, where applicable, you must
check all of the following pieces involved in the call. Use your topology information to
help obtain this information.

CallManager nodes involved in the signaling

Network devices that signaling and/or voice traffic traverse
Gateways or phones involved in the call

Other devices involved, such as conference bridges or transcoders

Concentrate your energy on the smallest subset of devices possible. For example, if
all the users on a particular floor are having the same problem, concentrate on the
problem a particular user is having. If you fix the problem for that one user, in most
cases you fix it for all the affected users.

Verifying IP Network Integrity

One thing that people often forget is that your IP Telephony network is only as good
as your IP network. A degraded network or a network outage can cause a wide range
of problems, ranging from slight voice quality problems to a total inability to make or
receive calls on one or more phones. The network is always a consideration when
you encounter certain problems, so network health issues are covered throughout
this book. Network health is especially important during the discussion of voice
quality problems in Chapter 7, "Voice Quality," because most voice quality problems
stem from packet delay and/or loss.

Always remember to keep the IP network in mind and look at every layer in the OSI
model, starting from Layer 1. Check your physical layer connectivity (cables, patch
panels, fiber connectors, and so on). Then make sure you have Layer 2 connectivity
by checking for errors on ports, ensuring that Layer 2 switches are functioning
properly, and so forth. Continue working your way up the stack until you reach the
application layer (Layer 7). As an example, two of the most common reasons for
one-way audio (where one side of the conversation cannot hear the other) are the
lack of an IP route from one phone to another and the lack of a default gateway
being configured on a phone. Taking the layered approach, you would first check the
cabling and switches to make sure that there are no errors on the ports. You would
then check Layer 3, the network layer, by ensuring that IP routing is working
correctly. When you reach this layer, you discover that for some reason the IP
packets from one phone are unable to reach the other phone. Upon further
investigation, you might discover that there was a missing IP route on one of the
routers in the network or a missing default gateway on one of the end devices (such
as an IP phone or voice gateway).

Determining the Proper Troubleshooting Tool

After you narrow down the appropriate component(s) causing a problem and have
detailed information from the user(s) experiencing the problem, you must select the
proper tool(s) to troubleshoot the problem. Most components have multiple
troubleshooting tools available to help you. Chapter 3, "Understanding the
Troubleshooting Tools," provides more details about some of the tools available for
troubleshooting CallManager. You should use the tracing and debugging facilities
available in CallManager and other devices to determine exactly what is happening.
Additional tools and traces are covered in the chapter associated with diagnosing
certain types of problems. For example, Chapter 6, "Voice Gateways," covers



debugging Cisco 10S Software voice gateways. Because CallManager is central to
almost all problems, information about various portions of the CCM trace facilities
appears throughout this book.

This step is the most demanding on your troubleshooting skills because you analyze
the detailed information provided in the various tools and use it to search for
additional clues using other tools. Sometimes the problem description you have is
not detailed enough to determine which tool to use. In this case, you should try
various tools in search of anything that looks out of the ordinary.

The following case study shows how this troubleshooting methodology works in a
real-world scenario.

Case Study: Resolving a Problem Using Proper
Troubleshooting Methodology

It is 6 a.m., and you have arrived at work to resolve your CEO's problem. The only
data you have is the page you received at 5:30 a.m. that says "CEQO's calls keep
dropping. Please help ASAP!" You need a bit more information than that to fix the
problem.

This case study applies the methodology previously described. You must gather the
data before you can begin the analysis.

Gathering the Data
As part of the data-gathering stage, you should do the following:

Identify and isolate the problem

Use topology information to isolate the problem
Gather data from the end users

Determine the problem's timeframe

You find the CEO's administrative assistant and begin your fact-finding mission. He
states that at various times during the previous day and one time this morning, the
CEO is on the phone when, all of the sudden, the call is disconnected. Eager to
resolve the problem, you ask the administrative assistant for the following
information:

e The exact date and times the problem occurred

e Whether the dropped calls were incoming or outgoing

e What number was dialed if it was an outbound call or what number the call
came from if it was an inbound call

The assistant states that the call was dropped around 5:15 a.m. because the CEO
was in early to prepare for the stockholders meeting. This is the extent of the
information he remembers. Most users do not pay attention to specifics like this
unless they have been instructed to, but all is not lost. The CEO has a 7960 phone
that stores information locally about missed calls, received calls, and placed calls.
You head into the CEO's office and look at the list of received calls and placed calls
for the morning. You notice that a call was received at 5:05 a.m. and a call placed at
5:25 a.m. You notice that the second call was placed to the same area code and
prefix as the call that was received.



You ask the CEO about the two calls. She remembers that she was on the phone
with a customer for about 15 minutes when the call was disconnected. She
immediately called the customer back. She also confirms that the first call that was
received was the dropped call. Now you know that the problematic call was received
at approximately 5:05 a.m. and was dropped just before 5:25 a.m.

While you are looking at the CEO's phone, you also go into the Settings menu (press
the settings button > Network Configuration > CallManager 1) to see which
CallManager the CEO's phone is registered to. This lets you isolate which
CallManager in the cluster is involved in the signaling for this phone.

Armed with this information, you can begin the task of isolating the problem. You
refer to your topology diagram to isolate the components that are involved. Figure 1-
2 shows a high-level diagram of the network topology.

Figure 1-2. High-Level Topology Diagram

Flarmta Site 2 | Exscutee Oea
00 Pranas

Reinforcing the topology in Figure 1-2, assume the following setup:

e A cluster with eight CallManager nodes

e 32 voice gateway connections to the PSTN for outgoing calls at your main
site—16 for local calls and 16 for international and long distance

e 32 more voice gateways at your main campus where all your inbound calls
come in. The telephone company has set up the inbound calls so that the 32
gateways are redundant whereby if one of the gateways is down, all your
incoming calls can still use any of the other remaining gateways.

e Two gateways at each remote site used for both inbound and outbound calls.
All outbound calls prefer the first gateway, and inbound calls prefer the



second gateway, although each can handle both inbound and outbound calls
should one fail.

As shown in Figure 1-2, the executive offices are at a remote site across the WAN.
With just the information you have so far, you can eliminate a large portion of the
network. So far you know that the problematic call was to the CEO. You also know
that the problematic call was an inbound call. You ask the CEO and her admin if all
the dropped calls were inbound calls. As far as they can remember, they were.

You know that the call this morning was during a time of day where there is little
phone activity. Remember that all inbound calls to the remote site come in through
Primary Rate Interfaces (PRIs) connected to the remote voice gateways and that
inbound calls to the site prefer the second gateway. It is unlikely that all the
channels on the first PRI were in use during a time of low call volume, so you
assume that the call probably came in through the second gateway, although you
still keep it in the back of your mind that the call might have come in through the
first gateway at the remote site.

You then look at the configuration for the two gateways at Remote Site 2 and note
that they are both configured to send incoming calls to CallManager Subscriber 3 as
their preferred CallManager and CallManager Backup 1 in case CallManager
Subscriber 3 fails.

With the information you have so far, you can narrow down the possible suspect
devices to the network shown in Figure 1-3.

Figure 1-3. Network After You Narrow Down the Possible
Suspects
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Armed with this knowledge, you can immediately isolate the problem to the user's
phone and the two gateways being used for inbound calls. Keep in mind that you
haven't eliminated the possibility that the problem is on CallManager or is network-
related.

Now that you know the problem is related to inbound calls, it makes sense to try to
understand the call flow for an inbound call to this user. Determine whether these
calls all come directly to the user or if the call flow has any intermediate steps, such
as Cisco IP Auto Attendant (Cisco IP AA) or an operator who transfers the call to the
end user. For the sake of this example, assume that the user has a Direct Inward
Dialing (DID) number, so the call comes straight from the PSTN through a gateway
to the user, and a Cisco IP AA or operator is not involved. You have now eliminated
Cisco IP AA from the picture, as well as the possibility that other phones or users are
involved in this user's problems. This is not to say that other users are not
experiencing similar problems, but the focus here is on solving this particular user's
problem. If the problem is more widespread than this one user, you will probably
find it as you continue to troubleshoot this user's problem.

At this point, the problem has been isolated to the following culprits:

The CEO's phone



e CallManager Subscriber 3
e Site 2 Router/GW 1 and Site 2 Router/GW 2
e The underlying network connecting these devices

It might seem like you haven't made much progress in this example, but in reality
you have eliminated a large portion of the system as possible culprits. This concludes
the data-gathering piece of your investigation. Now it is time to start analyzing the
data. After you isolate the problem, you must break it into smaller pieces.

Analyzing the Data

As soon as you have a clear understanding of the problem you're trying to resolve,
and you have isolated the piece or pieces of the network that are involved, the next
step is to break the problem into pieces to find the root cause. As part of the data
analysis stage, you should do the following:

e Use deductive reasoning to narrow the list of possible causes

e Verify IP network integrity

e Determine the proper troubleshooting tools, and use them to find the root
cause

Continuing with the case study example, you now know the pieces involved in the
puzzle, but you still don't know why the call is being dropped. For the sake of this
example, this chapter keeps things general, but later chapters go into far greater
detail on exactly what to look for. In this case, the problem is likely caused by the
phone, CallManager, the gateway, the PSTN, or the IP network. So how do you
determine which one is causing the problem?

One important distinction to make that will become evident as you read through this
book is that many problems can be narrowed down to being either signaling-related
or voice packet-related. In this case, you are dealing with a signaling-related
problem, because the problematic call is being torn down—a problem that must
occur in the signaling path between devices.

Because nearly all signaling for a call must go through one or more CallManager
servers, the first tool you decide to use is a trace from CallManager Subscriber 3.
You can then analyze the trace files to discover the device that disconnects the call
from CallManager's perspective—in other words, "Who hung up first?" Using the
information provided by the user, you must find the proper trace file and try to
reconstruct the call from beginning to end.

A call between the CEO's phone and the voice gateway has two distinct signaling
connections. One is the communication between CallManager and the voice gateway.
The other is the communication between CallManager and the phone. The phone and
voice gateway never directly exchange signaling data. All signaling goes through
CallManager.

The trace includes all the messaging between CallManager and both the phone and
the gateway. Chapter 3 provides more details on where to find these traces and how
to read them.

You know that the call in question was set up around 5:05 a.m., so you look through
the traces during that timeframe, searching for the phone number you retrieved
from the CEO's phone. After combing through the trace file, you determine that the
gateway is sending a message to CallManager, telling it to disconnect the call. The
CCM traces (discussed in Chapter 3) indicate which gateway the calls are coming
from. This eliminates the CEQO's phone as a cause of the problem because the



disconnect message is coming from the gateway. Because the user indicated that
there were three drops, you can now go through the same process of looking
through the CCM trace files for each instance of a dropped call and reconstructing
those calls to see if the problem is isolated to one gateway. If you don't know the
times that the other calls were dropped, you should just concentrate on the one call
you do have data for.

Because CallManager received a message from the gateway telling it to disconnect
the call, it is unlikely that a network problem is causing the calls to disconnect. If
there were a network problem, you would likely see an indication that there was a
problem communicating between CallManager and the gateway. In this case, the
gateway had no problem sending the disconnect message to CallManager. It would
not hurt to look through the network devices between CallManager and the voice
gateway to ensure that there are no network errors, but with a problem like this, the
network is an unlikely culprit.

At this point, you have narrowed down the problem to be originating from either the
voice gateway or the PSTN. Figure 1-4 shows you've narrowed down the network to
only a few devices.

Figure 1-4. Network After You Continue Narrowing Down the
Possible Suspects
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The next step is to go to the suspected gateway and try to determine why one of the
calls was dropped. This involves turning on additional debugs on the gateway to
determine if the gateway is disconnecting the call or just passing along information



from the PSTN about disconnecting the call. Unfortunately, it is unlikely that you had
the debugs enabled at the time the problem occurred, so you need to enable the
proper debugs and wait for the problem to happen again. This is why it is so
important to narrow down the problem to a small subset of devices: You do not want
to turn on debugs on dozens of gateways.

Which debugs to use depends on the gateway model and the type of interface to the
PSTN. Chapter 6 discusses these considerations in detail. While waiting for the
problem to reoccur, you discover that a message to disconnect the call is coming
from the PSTN. If you are using an ISDN voice circuit for connectivity to the PSTN,
the disconnect message is accompanied by a cause code that provides a general
reason why the call was disconnected. Depending on what you discover on the
gateway debugs, the next step might be to contact the local service provider or
perhaps debug the gateway further to find the root cause.

Conclusions

As this case study has demonstrated, the more information you can obtain about the
problem, the easier it is to get to the root cause. For example, without the times the
dropped calls occurred, it would have been almost impossible to find them in the
trace files on a busy system. When deployed in a large enterprise, it is good to arm
your help desk with a list of questions to ask depending on the problem being
reported.

The point of this example is not to teach you how to troubleshoot a specific problem
or to find out exactly why the user's calls are being dropped. It is to show you how
to approach a problem in order to isolate it and break it into more manageable
pieces. The same principles can be applied to almost any problem you are
troubleshooting.

So remember, first put on your detective hat and gather enough information to
isolate the problem to a few pieces of the system. Then dig deeper into each
component by breaking the problem into more manageable pieces. Finally, apply
your expertise to each of the smaller pieces until you find the resolution to your
problem.

Summary

This chapter discussed the methodology you should employ to successfully
troubleshoot problems in an IP Telephony network. You should become familiar with
the methodologies discussed here. It is vital that you always follow a consistent
approach to troubleshooting. Many basic problems can be avoided by using a
consistent troubleshooting approach.

Also, be sure that you understand the big picture of IP Telephony architecture. What
areas are you unsure about? Are you strong in IP but weak in call processing skills?
Are you familiar with the basic protocols that are used? Consider where you are now,
and as you move forward, pay particular attention to strengthening your weak areas.
As you begin this journey, hopefully this book can bring some illumination to the
sometimes daunting task of troubleshooting an IP Telephony network.

Chapter 2. IP Telephony Architecture
Overview



Cisco AVVID (Architecture for Voice, Video and Integrated Data) includes many
different components that come together to form a comprehensive architecture for
voice, video, and integrated data.

This chapter covers the basic components of the IP Telephony architecture in order
to get a big-picture viewpoint of the system. With this overview as the starting point,
the ensuing chapters address each of these components.

Cisco AVVID IP Telephony can be characterized as having three primary layers:

e Network infrastructure
e IP Telephony infrastructure
e Applications

Network Infrastructure

The network infrastructure is a key piece of the IP Telephony architecture. The
infrastructure includes switches and routers, and it connects local-area networks
(LANs), metropolitan-area networks (MANs), and wide-area networks (WANSs). Your
network design must be built for high availability, and the Cisco series of switches
and routers provides that capability. A voice-enabled network is a quality of service
(QoS)-enabled network that gives precedence to voice, call signaling, and data to
ensure good voice quality and rapid call signaling.

IP Telephony Infrastructure

The IP Telephony infrastructure includes the Cisco CallManager call processing
engine and the various endpoints that carry voice. This includes client endpoints and
various voice gateways that are interfaces to the Public Switched Telephone Network
(PSTN).

Call Processing

The CallManager software is the heart of Cisco AVVID IP Telephony that provides call
processing features and capabilities to network devices in the enterprise. IP phones,
voice gateways, media processing devices, and multimedia applications are just
some of the network devices for which CallManager provides call processing.
CallManager is installed on the Cisco Media Convergence server and other approved
IBM and Compagq servers. CallManager is shipped with integrated voice applications
and utilities such as Cisco CallManager Attendant Console (formerly Cisco
WebAttendant), software conferencing, and the Bulk Administration Tool (BAT).
Multiple CallManager servers are clustered and managed as a single entity.
CallManager clustering yields scalability of up to 36,000 users per cluster with
version 3.3. By interlinking multiple clusters, system capacity can be increased up to
one million users in a 100-site system. Triple call processing server redundancy
improves overall system availability.

The benefit of this distributed architecture is improved system availability and
scalability. Call admission control ensures that voice QoS is maintained across
constricted WAN links and automatically diverts calls to alternative PSTN routes when
WAN bandwidth is unavailable.



The four primary call processing models that are used to meet the needs of the
enterprise are

Single-site deployment model
Multiple-site deployment model
Centralized deployment model
Distributed deployment model

Single-Site Deployment Model
In this deployment model, CallManager, applications, voice mail, and digital signal

processor (DSP) resources are located at the same physical location. Figure 2-1
shows an example of these components located at a single site.

Figure 2-1. Single-Site Deployment Model
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Multiple-Site Deployment Model

In this deployment model, CallManager, applications, voice mail, and DSP resources
are located at one physical location. Multiple sites exist, and they connect to each
other via the PSTN. Figure 2-2 shows an example of each separate site connecting
via the PSTN.

Figure 2-2. Multiple-Site Deployment Model
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Centralized Deployment Model

A centralized call processing deployment model centrally locates CallManager,
applications, voice mail, and DSP resources while many remote locations connect to
the central site for all these services. Locations-based call admission control prevents
over-subscription of the WAN. At each remote site, Survivable Remote Site
Telephony (SRST) ensures that call processing continues in the event of a WAN
outage. The centralized call processing model is really the same as the single-site
deployment model with the addition of remote sites across the WAN. Figure 2-3
illustrates the centralized deployment model.

Figure 2-3. Centralized Deployment Model
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Distributed Deployment Model

In a distributed deployment model, CallManager and applications are located at each
site with up to 36,000 IP phones per cluster. One hundred or more sites could be
interconnected via H.323 using a gatekeeper for call admission control and dial plan
resolution. Transparent use of the PSTN is available if the WAN is down. Figure 2-4
depicts a distributed deployment model.

Figure 2-4. Distributed Deployment Model
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Cisco AVVID IP Telephony Infrastructure

The Cisco AVVID IP Telephony infrastructure includes Cisco Media Convergence
Servers and other certified servers running CallManager, Cisco Unity, or other
applications, such as IP Auto Attendant, IP Interactive Voice Response (IVR), and IP
Integrated Contact Distribution (ICD). Switches, routers, and voice gateways are all
part of this infrastructure as well. Although infrastructure is not the primary focus of
this book, it is an important part of the IP Telephony architecture, and you will see
discussion of some infrastructure aspects when dealing with a Cisco AVVID IP
Telephony deployment.

Clients



Clients consist primarily of IP phones. Cisco offers several models with different
functions, and these are deployed throughout the IP Telephony infrastructure.
Additionally, several third-party companies throughout the world have developed IP
phones for their markets. Figure 2-5 shows the Cisco family of IP Phones.

Figure 2-5. Cisco Family of IP Phones

7935 Conference Station

Table 2-1 provides highlights of each phone and its features.
Table 2-1. Descriptions of IP Phone Models

Phone Model Description
Cisco IP Phone A full-featured, six-line business set that supports the following
7960 features:

e A help (i or ?) button

e Six programmable line or speed dial buttons

e Four fixed buttons for accessing voice mail messages,
adjusting phone settings, and working with services and
directories

e Four soft keys for displaying additional call functionality,
such as hold, transfer, conference, and so on

e A large liquid crystal display (LCD) that shows call detail
and soft key functions



Table 2-1. Descriptions of IP Phone Models
Phone Model Description

e An internal two-way speakerphone and microphone mute

Cisco IP Phone A full-featured, two-line business set with all the same features
7940 as the Cisco IP Phone model 7960, except only two lines.

Cisco IP Phone An expansion module for the Cisco IP Phone 7960 that provides
7914 Expansion 14 additional line or speed dial buttons. It has the following
Module features:

e An LCD to identify the function of the button and the line
status

e The capability to daisy-chain two Cisco IP Phone 7914
Expansion Modules to provide 28 additional line or speed
dial buttons for a total of 34 line or speed dial buttons

Cisco IP Phone A single-line, basic feature phone designed primarily for
7910/7910+SW common-use areas with medium telephone traffic, such as
lobbies or break rooms. It includes the following features:

e Four dedicated feature buttons for Line, Hold, Transfer,
and Settings

e Six programmable feature buttons that you can
configure through phone button templates in Cisco
CallManager Administration. Available features include
call park, redial, speed dial, call pickup, conference,
forward all, group call pickup, message waiting, and
Meet-Me conference

e A two-line LCD (24 characters per line) that indicates the
directory number, call status, date, and time

¢ An internal speaker designed to be used for hands-free
dialing

e A handset cord jack that can also be used for a headset

e (7910+SW only) A Cisco two-port switch with
10/100BaseT interface

Cisco IP Conference A full-featured, IP-based, full-duplex, hands-free conference
Station 7935 station for use on desktops, in offices, and in small- to-medium-
sized conference rooms. It includes the following features:

e Three soft keys and menu navigation keys that guide a
user through call features and functions. Available
features include call park, call pickup, group call pickup,
transfer, conference, and Meet-Me conference

e An LCD that indicates the date and time, calling party
name, calling party number, digits dialed, and feature
and line status

e A digitally-tuned speaker and three microphones



Table 2-1. Descriptions of IP Phone Models
Phone Model Description

allowing conference participants to move around while
speaking
e Microphone mute

Cisco IP Phone Models 7960 and 7940

The 7960/7940 phones are the most common clients in a Cisco IP Telephony
network. These phones feature a large pixel-based display that allows for XML-based
applications on the phone. Because these phones are largely soft key-based, new
features can easily be added via software upgrades instead of requiring the purchase
of new hardware.

The internal three-port Ethernet switch allows for a direct connection to a
10/100BaseT Ethernet network via an RJ-45 interface with single LAN connectivity
for both the phone and a co-located PC. The system administrator can designate
separate VLANs (802.1Q) for the PC and Cisco IP Phone. The 7960/7940 phones can
also receive power down the line from any of the Cisco inline power-capable switches
or the Cisco inline power patch panel.

A dedicated headset port eliminates the need for a separate, external amplifier when
you use a headset, consequently reducing desk clutter. The 7960/7940 phones
feature a high-quality, full-duplex speakerphone, as well as a speaker on/off button
and microphone mute buttons.

Cisco IP Phone Expansion Module 7914

The Cisco IP Phone Expansion Module 7914 extends the capabilities of the Cisco IP
Phone 7960 with additional buttons and an LCD. The Expansion Module lets you add
14 buttons to the existing six buttons on the 7960 phone, increasing the total
number of buttons to 20 with one module or 34 when you add two 7914s. Up to two
Cisco 7914s can be connected to a 7960.

The 14 buttons on each 7914 Expansion Module can be programmed as directory
numbers or speed dial buttons, just like the 7960. Multicolor button illumination
allows you to identify which lines are ringing, on hold, or in use.

Cisco IP Phone 7910

This low-end phone features on-hook dialing and call monitor mode but does not
include speakerphone capability. The phone provides a mute button for the handset
and headset microphones. You can attach a headset by removing the handset and
using the port into which the handset cord was attached.

The 7910 plugs into a standard RJ-45 Ethernet connection. A second version of the
7910 phone, the 7910+SW, provides a Cisco two-port switch with a 10/100BaseT
interface. The 7910+SW phone model provides a single RJ-45 connection at the
desktop for the phone and an additional LAN device, such as a PC.

The 7910 phones can also receive power down the line from any of the Cisco inline
power-capable switches or the Cisco inline power patch panel.



Cisco IP Conference Station 7935

The Cisco IP Conference Station 7935 is a conference room speakerphone utilizing
speakerphone technologies from Polycom with the Cisco AVVID voice communication
technologies. The 7935 is an IP-based, full-duplex, hands-free conference station for
use on desktops and offices and in small- to-medium-sized conference rooms.
Although the 7935 does not accept inline power from a Cisco inline power-capable
switch, it does feature a power interface module (PIM) that provides power interface
and network connectivity.

Voice Gateways

Many Cisco voice gateways are available for use in the IP Telephony network. These
gateways interoperate with CallManager using various protocols. They interface with
the PSTN using different TDM-based protocols such as T1/E1-PRI, T1-CAS, FXO, FXS,
and so on.

One of the primary protocols used by Cisco voice gateways is MGCP. Gateways that
support MGCP as of CallManager Release 3.1 include the following:

Cisco VG200

Cisco 3700, 3600 and 2600

Cisco Catalyst 6000 E1/T1 Voice and Service modules
Cisco Catalyst 4000 Access Gateway Module

Cisco DE-30+

Cisco DE-24+

When MGCP is used, CallManager controls routing and tones and provides
supplementary services to the gateway. MGCP provides the following services:

e Call preservation (calls are maintained during switchover to a backup
CallManager and switch back to the primary CallManager)

Redundancy

Dial plan simplification (no dial-peer configuration is required on the gateway)
Hookflash transfer

Tone/music on hold

MGCP-controlled gateways do not require a media termination point (MTP) to enable
supplementary services such as hold, transfer, call pickup, and call park.

H.323 is another protocol used by Cisco voice gateways. Cisco 10S Software
integrated router gateways can also use the H.323 protocol to communicate with
CallManager. Intercluster trunks for connecting remote CallManagers across the IP
WAN are also configured as H.323 gateways. Compared to MGCP, H.323 requires
more configuration on the gateway because the gateway must maintain the dial plan
and route patterns.

Two gateways, the VG248 and the ATA-186, use the Skinny Client Control Protocol
(SCCP or Skinny protocol), the same protocol used by IP phones, to communicate
with CallManager. Each port on these gateways registers individually as a phone
device, so from the CallManager perspective, it does not treat the gateway as a
single entity but rather treats each port the same way it treats an IP phone. Using
Skinny on these gateways allows the gateway to provide features such as message
waiting indicators (MWI), conferencing, and transfer to non-IP phones that would not
be possible using any of the other supported protocols.



Finally, some older Cisco voice gateways use the Skinny Gateway Control Protocol
(SGCP), such as the Cisco Analog Access AT-2, AT-4, AT-8, AS-2, AS-4, and AS-8.

Cisco AVVID IP Telephony Applications

The following list describes some voice and video applications in the application layer
of Cisco AVVID IP Telephony:

e Cisco Unity— A messaging application that provides voice and/or unified
messaging to enterprise communications.

e Video IP/TV and IP videoconferencing products— Applications that
enable distance learning and workgroup collaboration.

e Cisco IP IVR— An IP-powered interactive voice response (IVR) solution, the
IP IVR, combined with Cisco IP Auto Attendant, provides an open and feature-
rich foundation for delivering IVR solutions over an IP network. Cisco IP IVR
and IP AA are built on the Cisco Customer Response Applications (CRA)
platform.

e Cisco IP ICD— An automatic call distributor (ACD) for enterprise
organizations. Cisco IP ICD is built on the Cisco Customer Response
Applications (CRA) platform.

e Cisco CallManager Attendant Console— A flexible and scalable application
that replaces the traditional PBX manual attendant console.

e Cisco IP SoftPhone— A software computer-based phone for Windows 98,
Windows NT, Windows 2000, and Windows XP that provides communication
capabilities that increase efficiency and promote collaboration.

e Personal Assistant— A software application that selectively handles calls
and helps you make outgoing calls. Personal Assistant provides rule-based
call routing, speech-enabled directory dialing, voice mail browsing, and simple
Ad Hoc conferencing.

e Cisco Conference Connection— A Meet-Me audio conference server that
provides integrated operation with CallManager.

e Cisco Emergency Responder— An application that allows emergency
agencies to identify the location of 911 callers and eliminates the need for any
administration when phones or people move from one location to another.
Cisco ER features a real-time location-tracking database and improved routing
capabilities to direct emergency calls to the appropriate Public Safety
Answering Point (PSAP) based on the caller's location.

Summary

This chapter provided an overview of the primary components that are involved in
the Cisco IP Telephony architecture, including the deployment models, clients, voice
gateways, and Cisco AVVID IP Telephony applications. When troubleshooting, it is
important that you have the big picture of all the architecture components to
implement the troubleshooting methodology covered in Chapter 1, "Troubleshooting
Methodology and Approach.”



Chapter 3. Understanding the
Troubleshooting Tools

To effectively troubleshoot problems in a Cisco IP Telephony (CIPT) network, you
must be familiar with the many tools at your disposal. In addition, you need to know
how best to use those tools to achieve maximum results. This chapter describes the
various tools and their different uses.

Depending on the problem you encounter and your particular skill set, you might find
certain tools more helpful than others. Nevertheless, knowing what tools are
available and how they can help you solve the problem is essential to a successful
resolution. Also, some tools might be more useful to you based on your past
experience. If you are strong in IP, a sniffer trace might be your preferred tool when
applicable. However, if you are stronger in call processing-related traces, the Cisco
CallManager (CCM, also sometimes called SDI) traces might prove helpful once you
understand how they work.

Later chapters demonstrate the use of these tools in different scenarios you might
encounter.

This chapter covers the following topics:

e Time synchronization— Explains how to synchronize the clocks on all
devices in an IP telephony network to ensure that timestamps on your trace
files and debugs are synchronized with each other.

¢ Reading CCM (or SDI) traces— Describes one of the most important trace
files you use to troubleshoot CallManager-related problems. CCM trace files
provide information about call processing events and all messages exchanged
between Skinny, MGCP, and H.323 endpoints.

¢ Reading SDL traces— Discusses the components of the less-used Signal
Distribution Layer (SDL) trace files in CallManager. SDL traces describe the
events occurring in the CallManager software at a code level. These traces are
usually reserved for Cisco development engineering use; however, there are a
few key pieces of information you can use to your advantage when
troubleshooting CallManager problems.

e Microsoft Performance (PerfMon)— Details the capabilities of PerfMon, a
built-in Windows 2000 utility that helps you troubleshoot CallManager.

e CCEmail— Details the third-party alerting tool that can be used in
conjunction with PerfMon to configure alerts for the performance counters.

e CallManager Serviceability— Discusses various web-enabled tools provided
with CallManager for reading alarms and XML-based tracing.

e Real Time Monitoring Tool (RTMT)— Describes the Cisco web-based
monitoring application that allows you to view CallManager cluster details,
monitor performance objects (much like PerfMon), and monitor devices and
CTI applications.

e Call detail records (CDR) and the CDR Analysis and Reporting (CAR)
Tool— Describes the CAR tool that helps you analyze the raw data that
comprises the CDR database and create reports based on your search criteria.

e CDR Time Converter— Describes how to use this small utility that allows
you to convert the UNIX Epoch-based date and time format stored in a CDR
to standard date and time format.

e Event Viewer— Briefly explains the function of another built-in Windows
2000 tool that plays a key role in troubleshooting CallManager.



¢ Q.931 Translator and Enhanced Q.931 Translator— Describes two tools
that read a CCM trace file and analyze all Q.931 and H.225 messages. The
various information elements are decoded for ease of reading. The Enhanced
Q.931 Translator also adds additional search and filtering options and decodes
more information elements than the original Q.931 Translator.

e Dick Tracy— Describes an important tool used to troubleshoot the WS-X6608
and WS-X6624 voice gateways for the Catalyst 6000 series switches.

e Snhiffer traces— Discusses when and why to use a network packet-capture
tool.

e Voice Codec Bandwidth Calculator— Describes how to use the Voice
Codec Bandwidth Calculator to determine the bandwidth used by different
codecs with various voice protocols over different media.

e Cisco Bug Toolkit (formerly Bug Navigator)— Describes the web-based
tool that allows you to find known bugs based on software version, feature
set, and keywords. The resulting matrix shows when each bug was integrated
or fixed if applicable.

¢ Remote Access Tools— Describes applications like Terminal Services and
Virtual Network Computing, which allow you to access a server from a remote
location.

e Websites and Further Reading— Provides URLs for websites that contain
additional troubleshooting information. Also points you to a section in the
"Introduction™ with a recommended reading list.

Time Synchronization

Time synchronization is simply making sure that all the participating CallManager
servers and network devices have the same exact time. Time synchronization is
critical. A large CallManager cluster can have eight or more separate servers, not
including any voice mail servers or application servers. This distributed architecture
creates a highly available and scalable system. It also makes the troubleshooting
process more involved because you have to collect traces from all participating
servers to see the full picture of what happened.

As endpoints such as IP phones and voice gateways call each other, signaling occurs
between CallManager and the endpoint device. Signaling also occurs between the
respective CallManagers of each endpoint device. If a problem occurs, you need to
consolidate trace files from all involved servers. CallManager Serviceability, discussed
later in this chapter, can collect this information into one file. However, if the
timestamps of each file are mismatched, it can be impossible to tell what the real
series of call processing events is.

All the CallManager servers can be time-synched using the Network Time Protocol
(NTP). When you synchronize the time on all involved servers, all the trace files are
timestamped the same. When trace files are collected for analysis, you can follow the
true series of call processing events with accuracy.

In addition to CallManager servers, you should ensure all network devices such as
switches, routers, and voice gateways are synchronized to the same time source as
the CallManager servers. This ensures consistent timestamps regardless of which
device you are looking at.

Configuring Automatic Time Synchronization on CallManager
Servers



Use the following steps to configure the CallManager server to automatically
synchronize—and stay synchronized—with a Time Server.
Step 1. Verify that the NetworkTimeProtocol service is configured to launch
automatically upon startup. Right-click My Computer and select Manage.

Step 2. Expand the Services and Applications section, and select Services.

Step 3. Double-click the NetworkTimeProtocol service, and ensure that
Startup Type is set to Automatic.

Step 4. Configure the C:\WINNT\ntp.conf file. This file contains the list of
time servers that CallManager will synchronize with. You can configure
CallManager to point to specific time servers (see Example 3-1), or you can
configure it to receive NTP broadcasts (see Example 3-2) on the local LAN
segment from the router (as long as the router is configured to do so).

Example 3-1. Sample ntp.conf File Using Static Time
Servers

server 10.0.0.10
server 10.1.0.10
driftfile %windir®%\ntp.drift

Example 3-2. Sample ntp.conf File Using an NTP Broadcast
Router

broadcastclient
driftfile %windir%\ntp.drift

Step 5. Go to the Services Control Panel and stop/start the

NetworkTimeProtocol service. Allow several minutes for the update to take
place.

Synchronizing Time Manually on CallManager Servers

Use the following steps to manually configure time synchronization.
Step 1. Stop the NetworkTimeProtocol service in the Services Control Panel.

Step 2. Synchronize the clock by using one of the following commands from
a command prompt.

To synchronize with a remote Time Server, use the following command where
X.X.X.X is the IP address of the Time Server:

ntpdate X.X.X.X

To synchronize with a Broadcast Router, use the command where X.X.X.X is
the IP address of the Ethernet port of the router:



ntpdate xX.x.X.X

Step 3. Restart the NetworkTimeProtocol service in the Services Control
Panel.

Synchronizing Time on Cisco I0S Devices

In addition to your CallManager servers, you should also ensure the time is
synchronized on all your network devices, including 10S voice gateways, switches,
and routers.

For Cisco 10S devices, you can use the Network Time Protocol (NTP) to synchronize
the time. To enable NTP, you must configure the time zone the 10S device is in along
with the IP address of the NTP server. You should configure the 10S device to take
daylight savings time into account as well if you live in a time zone that observes
daylight savings time.

First you must configure the time zone. Use the command clock timezone
name_of_time_zone offset_from_GMT to configure the time zone. For example, the
following command configures the 10S device for Eastern Standard Time (EST):

clock timezone EST -5

If you are in a time zone that observes daylight savings time, use the command
clock summer-time name_of_time_zone recurring to enable automatic daylight
savings time. For example, the following configures Eastern Daylight Savings Time:

clock summer-time EDT recurring

You can determine time zones by performing a search at Google.com; search for a
string such as "time zone GMT." Any one of the many hits should point you to a table
showing the various time zones around the world, including daylight savings time.
Once your time zone is configured properly, you can enable NTP. If you do not have
a device on the network running NTP, you can make an 10S device into an NTP
master clock. You can do this by configuring the command ntp master on the 10S
device. If you are not making the device an NTP master, you should configure the IP
address of the NTP server using the command ntp server NTP_server_IP_address.
For example, the following tells the 10S device to synchronize its clock with the NTP
server at IP address 172.18.109.1:

ntp server 172.18.109.1

Once you have enabled NTP, all I0S devices should synchronize their clocks with the
central NTP server. You should also synchronize the clocks on non-10S network
devices such as switches running CatOS software.

Synchronizing Time on CatOS Devices



You can use NTP to synchronize the clocks on switches running CatOS software. The
configuration is similar to configuring NTP on a device running Cisco 10S Software.
First you must configure the time zone the switch is in using the command set
timezone name_of_time_zone offset_from_GMT. For example, the following sets
the clock to Eastern Standard Time:

set timezone EST -5

You can also configure daylight savings time using the command set summertime
enable name_of_time_zone. For example, the following enables Eastern Daylight
Savings Time:

set summertime enable EDT

You can determine time zones by performing a search at Google.com; search for a
string such as "time zone GMT." Any one of the many hits should point you to a table
showing the various time zones around the world, including daylight savings time.
Once you have the time zone configured properly, you can set the NTP server IP
address and enable the NTP client on the switch. First set the NTP server IP address
using the command set ntp server NTP_server_IP_address. Then enable the NTP
client using the command set ntp client enable. The following shows the
configuration to use the NTP server with IP address 172.18.109.1:

set ntp server 172.18.109.1
set ntp client enable

Once you have enabled proper time synchronization in your network, you can move
on to reading the variety of trace files available to you for troubleshooting problems
in an IP Telephony network.

Reading CCM (or SDI) Traces

CCM (also known as System Diagnostic Interface or SDI) traces are the user-
friendliest call processing trace files you have available to you. After you learn a few
tricks, it is easy to follow the call flows and find the potential problem. Although you
might see "SDI" and "CCM" used interchangeably to refer to this type of trace, in this
book we primarily refer to this type of trace as a CCM trace. Some pages in
CallManager Serviceability refer to CCM traces as SDI traces.

Because CallManager is at the heart of a CIPT network, CCM traces are usually the
first place to look when troubleshooting most problems. You can analyze problems
related to device registration, call flow, digit analysis, and related devices such as IP
phones, gateways, gatekeepers, and more. By the end of this section, you should be
able to follow some basic call flows in the CCM trace. Future chapters continue to
show CCM trace examples as you learn how to troubleshoot more problems. Later in
this chapter you also learn about the Q.931 Translator, which is useful for quickly
troubleshooting a variety of gateway problems. It is not a substitute for learning how
to read the CCM trace, but it helps you quickly examine a trace in a graphical format



without having to wade through irrelevant debugs. See the later "Q.931 Translator
and Enhanced Q.931 Translator" section for more information.

Setting the Appropriate Trace Level and Flags

CallManager allows you to select from a variety of different options that adjust which
events are logged to the CCM trace files. If you know exactly what you are looking
for, you can configure CallManager to log only specific events in the CCM trace file. If
you configure the trace to collect too much information, the trace becomes more
difficult to analyze. However, if you do not configure the trace to collect enough
information, you might miss the problem you are trying to find. When you are
beginning to learn how to read CCM trace files, it is best to enable more debugs than
less. As you learn which trace settings are required for specific problems, you can
enable just the settings you need.

Unfortunately you can never predict what problems will come up, so if you do not
have a high level of tracing enabled, you may have to wait for a problem to happen a
second time after enabling the appropriate trace settings before you can
troubleshoot. For this reason, it is usually best to leave a majority of the trace flags
enabled during normal operating con-ditions so you have trace data available if a
problem occurs.

You configure a CCM trace in Cisco CallManager Serviceability (Trace >
Configuration). Figure 3-1 shows the top half of the Trace Configuration page, and
this section discusses the relevant fields and settings on that page.

Figure 3-1. Trace Configuration (Part 1) in CallManager
Serviceability
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First thing to note is the Trace On checkbox. This must be selected for any of the
trace settings to be available.

The Apply to All Nodes checkbox allows you to apply the specified trace settings to
all CallManager servers in the cluster. This is useful when you are troubleshooting a
problem that is occurring on more than one CallManager server. You generally want
to keep the same level of tracing enabled on all the servers in the cluster unless you
are absolutely certain the problem is isolated to a single server in the cluster.
Because of the distributed nature of CallManager, you may think a process only
involves a single server when in reality part of the processing for a particular call is
occuring on another server in the cluster.

The Trace Filter Settings area allows you to specify the exact parameters of your
trace. First, you set the level of tracing you want to perform in the Debug Trace
Level field. CallManager Serviceability provides six different levels, but for nearly
every kind of problem that you'll want traces for, the recommended levels are either
Detailed or Arbitrary:



Detailed— Provides detailed debug information and highly repetitive
messages that are primarily used for debugging, including KeepAlives and
responses. For CallManager releases 3.1 and earlier, be cautious about using
this level during normal production hours on a heavily loaded system. It can
cause performance degradation on CallManager. In release 3.2 and later,
CallManager uses asynchronous tracing to reduce the impact that trace file
generation has on call processing.

Arbitrary— Provides low-level debug traces. This level is best suited for
debugging difficult problems. This level includes nearly everything that is
included in Detailed with the exception of KeepAlives. If you are not
troubleshooting problems related to missed KeepAlives, this level is good for
day-to-day troubleshooting.

Other trace levels are provided, but generally, they don't offer as much information
as the Detailed and Arbitrary levels. The other levels are

Error— Provides traces generated in abnormal conditions, such as coding
errors or other errors that normally should not occur.

Special— Provides traces for all informational, non-repetitive messages such
as process startup messages, registration messages, and so on. All system
and device initialization traces are at this level.

State Transition— Provides traces for call processing events or normal
events traced for the subsystem (signaling layers).

Significant— Provides traces for media layer events.

Second, make sure the Enable CallManager Trace Fields checkbox is selected,

which gives you the opportunity to select which specific traces you want to run and
to choose your traces. Table 3-1 describes the trace fields to choose from. Most are
reasonably self-explanatory. For example, if you're having problems with an H.323

device,

you would enable the H245 Message Trace and Enable H225 &

Gatekeeper Trace options. Likewise, for music on hold (MOH) issues, the Enable

Music

on Hold option would display trace relating to all MOH activity.
Table 3-1. Cisco CallManager Trace Fields

Field Name Description

Enable H245 Debugs H.245 signaling for H.323 calls, including the media
Message Trace processing messages.

Enable DT- Activates the logging of events related to the legacy gateways,

24+/DE-30+ Trace Cisco Digital Access DT-24+/DE-30+.

Enable PRI Trace Activates a trace of Primary Rate Interface (PRI) devices.
Enable ISDN Activates a Layer 3 trace of Q.931 (ISDN messages).
Translation Trace

Enable H225 & Activates a trace showing H.225 signaling messaging for H.323

Gatekeeper Trace calls.

Enable

Activates a trace of miscellaneous devices.

Miscellaneous

Trace

Enable
Bridge

Conference Activates a trace of the conference bridges. Use this level to
Trace trace conference bridge statuses such as



Table 3-1. Cisco CallManager Trace Fields

Field Name

Enable Music on
Hold Trace

Enable CM Real-
Time Information
Server Trace

Enable CDR Trace

Enable Analog
Trunk Trace

Enable All Phone
Device Trace

Enable MTP Trace

Enable All Gateway
Trace

Enable Forward
and Miscellaneous
Trace

Enable MGCP Trace

Enable Media

Description

Registered with CallManager

Unregistered with CallManager

Resource allocation processed successfully
Resource allocation failed

Activates a trace of MOH devices. Use this level to trace MOH
device statuses such as

Registered with CallManager

Unregistered with CallManager

Resource allocation processed successfully
Resource allocation failed

Activates CallManager real-time information traces used by the
real-time information server.

Enables tracing of call detail record (CDR) processing. However,
this trace flag does not provide much information about CDRs
because CDR processing is mostly handled by the Database
Layer Monitor and CDR Insert services discussed in Chapter 17,
"SQL Database Replication."

Activates a trace of all MGCP-based devices using an analog
interface.

Activates a trace of phone devices, including Cisco IP
SoftPhones, and shows events such as on-hook, off-hook, key
presses, and so on.

Activates a trace of media termination point devices and
transcoders. Use this level to trace MTP device statuses such as

Registered with CallManager

Unregistered with CallManager

Resource allocation processed successfully
Resource allocation failed

Activates a trace of all analog and digital gateways.

Activates a trace of call forwarding and all subsystems not
covered by another checkbox.

Activates a trace showing media gateway control protocol
(MGCP) messages for MGCP-based devices.

Activates a trace for media resource manager (MRM) activities.



Table 3-1. Cisco CallManager Trace Fields
Field Name Description

Resource Manager
Trace

Next, you can trace based on a specific device name by selecting the Device Name
Based Trace Monitoring checkbox. When that checkbox is selected, you can click
the Select Devices button to choose from a list of devices to trace. Tracing based
on specific devices is very useful when you know which devices are involved in the
problem, such as specific phones or gateways, and want to see trace output only for
those devices.

The non-device option is a catch-all; if you're having issues that are not device-
related, you can select the Include Non-device Traces checkbox to see traces not
related to devices.

Figure 3-2 shows the bottom half of the Trace Configuration page.

Figure 3-2. Trace Configuration (Part 2) in CallManager
Serviceability
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For traces to be logged to a file, the Enable File Trace Log checkbox must be
selected. The trace output is then sent to the path specified in the File Name field,
which is C:\Program Files\Cisco\Trace\CCM\ccm.txt by default.

We're going to skip discussion of the Enable XML Formatted Output for "Trace
Analysis™ checkbox for a moment to finish the fields related to file settings.

The Trace Configuration page in CallManager Serviceability validates the filename
and ensures that it has a .txt extension. Do not use a filename that exists on another
computer. Use a filename that exists on the computer running the trace. It is a good
practice to have each server use a filename format that has the server name in it.
This could be servera-ccm.txt, for example. That way, if trace files are collected
from several servers, each file is easily distinguished from those collected on a
different server. One downside to this, though, is that you can't use the Apply to all
nodes option. If you did, you would have to go back and change the names of the
files on all nodes.

The Maximum No. of Files field defaults to 250. Normally, a maximum of 250 is
never enough files because the files write in round-robin fashion—when the
maximum limit is met, the next file starts at the beginning and overwrites the first
file. Frequently, this means that the trace information you need to troubleshoot a
problem that began occurring yester-day or the day before has already been
overwritten by new files. For each server on which you're running trace, determine
how much free disk space you have, deduct a safety net of 500 MB, and then use the
rest of your disk space for trace space. Assuming you don't go above 10,000 lines—
which we don't recommend—you can calculate the size of your trace files by figuring
the average CCM trace at 10,000 lines consumes about 2.5 MB; the average SDL
trace at 10,000 lines consumes about 3.5 MB. We don't recommend going above
10,000 lines because you want to keep your trace files at a manageable size. At
these average sizes, you can easily zip the file and e-mail it if needed.

The default of 1440 for the Maximum No. of Minutes per File is adequate; you'll
pro-bably never reach it.

The Enable XML Formatted Output for "Trace Analysis" checkbox takes the
trace output and formats it in XML, which is required if you want use the Trace
Analysis feature in CallManager Serviceability. With Trace Analysis, you can view the
trace files in a web page, and the XML tagging lets you filter the trace results. The
downside, however, is that the number of lines per file is limited to 2000 instead of
10,000. In most cases, you'll probably want to stick with standard text-based tracing
because the 2000 line limit severely restricts the amount of information in the trace
file. Also, reading XML-formatted traces manually can be far more time-consuming
than non-XML-formatted traces because you need to weed out all the extra XML tags
that get added to each trace line. If you do not enable XML-formatted output, the log
file compiles in text format.

The Enable Debug Output String checkbox sends debugging information to a
Microsoft development tool useful only to Cisco development engineers. You should
never need to or be asked to enable this checkbox.

Click Update to save your settings. The new trace settings take effect immediately
when you click Update.

Once you've specified the trace settings, you can go to the Trace Collection page
(Trace = Collection) to collect traces from one or more servers after an event has
occurred. Set the service you want to retrieve the trace files for (such as Cisco
CallManager), along with the date and time period you want to trace and click the
Submit Form button. Depending on the time period you specified, tracing can
impact performance, so be sure to trace short intervals that won't impact
CallManager or during non-production hours.



It is usually quicker and easier to manually collect the traces yourself using either
Terminal Services or VNC (discussed later in this chapter) to access the CallManager
server and copy the files to another machine for analysis.

Once the trace has been gathered, you are given the option to view it in a new
window or use Save As to save the output to a file. If you choose to view the text-
based output in a new window, it looks similar to Figure 3-3.

Figure 3-3. Viewing Text-based Trace Output in Web Browser
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If you choose the Save As option, the text-based output displays in the CallManager
Serviceability window in the same format as Figure 3-3, and you can click File >
Save As to save the file.

We generally recommend that you do not use the trace collection utility for anything
other than very small traces on a system that is not busy. Manually copy the traces
off the server(s) in question and analyze them offline.

If you selected the Collect XML Trace File(s) checkbox and choose to view the
output in a new window, the Trace Analysis dialog appears. In this dialog box, you
can filter the trace results based on the options described in Table 3-2.

Table 3-2. Trace Analysis Filtering
Field Name Description

CallManager Choose ALL CallManagers or select just one CallManager.
Host

Device Name Choose ALL or specify the device's name. If you specify a device
name, only trace information pertaining to that device name appears
in the search results.

IP Address Choose ALL or a specific server's IP address.

Trace Type Choose ALL, Alarm, or Trace. Trace shows all events as specified in



Field Name

Cluster

Date and
Time

CM Node

Trace Type
IP Address
Correlation

Tag

Application
Name

Information

Device Name

Table 3-2. Trace Analysis Filtering
Description

the trace settings. Alarm shows only specific messages that meet the
criteria of being an information Alarm message.

Select this checkbox if you want to include the cluster name in the
trace output.

Select this checkbox if you want to include the date and time of each
event listed in the trace output.

Select this checkbox if you want to include the CallManager node (IP
address or host name) in the trace output.

Select this checkbox if you want to include the trace type in the trace
output.

Select this checkbox if you want to include the device's source IP
address in the trace output.

Select this checkbox if you want to include the number that correlates
traces with each other in the trace output.

Select this checkbox if you want to include the directory numbers
(DNs) and other service-specific information in the trace output.

Select this checkbox if you want to include a description of what the
trace found in the trace output.

Select this checkbox if you want to include the device name in the
trace output.

Figure 3-4 shows a trace file formatted as XML output and filtered to display only one
CallManager host, one IP address, and the fields Cluster, Date and Time, CM Node,
Source IP, and Information.

Figure 3-4. Filtered Trace Output in XML Format
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You can click the Back to Selection link to return to the Trace Analysis dialog and
filter based on different criteria.

As you can see, reading through a large amount of trace files using the trace
collection utility can be very cumbersome and time-consuming in relation to reading
the trace files manually. You should learn how to read the CCM traces directly from
the text files to help you troubleshoot problems more quickly and accurately. For
that reason, all the examples of CCM traces that we show in this book are in plain
text files. The following section describes how to read a text-based CCM trace.

Reading CCM Traces

This section shows you a few call flow examples and highlights key information in
each example that helps you understand the CCM trace.

For brevity, the header and tail of the trace line have been omitted in many
examples. For example, the complete trace would look like the following:

0371572001 05:34:41.956 CCM | Stationlnit: 1la3e8b54 OffHook. |
<CLID: :DLS2-CM152-SRV4-Cluster><NID: :DLS2-CM152-
SRV4><CT::1,100,96,1.69>
<IP::172.28.238.62><DEV: :SEPO03094C2D11F>

But for many examples, the header and tail do not add value. So the same trace is
shown in this book as

Stationlnit: la3e8b54 OffHook.



The header portion of the trace line just specifies the date and time when the trace
event was generated and which trace file you are looking at. For a CCM trace file,
every line starts with the date and time followed by the letters "CCM." Prior to
CallManager 3.3 the trace files begin with the date and time followed by the words
"Cisco CallManager."

You should understand a few things about CCM traces:

e Many places in the trace files use hexadecimal equivalents for the IP
addresses— The IP address 172.28.232.164 is shown in trace files as
ade8lcac, which is a hexadecimal representation of 172.28.232.164. You can
determine the IP address by working backwards: take the last two digits, ac,
which is hex for 172; then 1c, which is hex for 28; then e8, which is hex for
232; and finally, a4, which is hex for 164. The IP address is 172.28.232.164.
Appendix C, "Decimal to Hexadecimal and Binary Conversion Table," provides
a quick cheat sheet to determine how to quickly convert between decimal,
hexadecimal, and binary values.

e Trace files sometimes use ASCII for directory numbers— Consider the value
33 30 30 31, which is how the directory number 3001 is sometimes displayed
in the trace file.

e Trace files may include messages for a variety of protocols— Details on each
of these protocols is described in the appropriate chapters. For example, the
Skinny protocol is discussed in Chapter 4, "Skinny Client Registration," and
Chapter 5, "IP Phones.”" Other protocols such as H.323 and MGCP are
discussed in Chapter 6, "Voice Gateways." Appendix A, "Cisco IP Telephony
Protocol and Codec Information and References," lists the protocols in an IP
Telephony environment and the standards body or specification governing the
protocol.

When you first open a CCM trace file, you might feel intimidated by the large amount
of information presented in the trace file. We recommend that you use the default
trace settings for CCM traces except you set the trace level to either Arbitrary or
Detailed. Click the SetDefault button on the Trace Configuration page for CCM
traces in CallManager Serviceability (Trace = Configuration) and then change the
Debug Trace Level setting to Detailed.

A Sample CCM Trace for a Call Between Two IP Phones

As a first example at looking at CCM traces, go through a simple call between two IP
phones. IP phones use the Skinny protocol to communicate with CallManager. All
messages to and from a Skinny device are preceded by either the words Stationlnit
or StationD.

For example, assume you have two phones, Phone A and Phone B. Phone A calls
Phone B, Phone A goes off-hook and you see the following line in the CCM trace:

Stationlnit: la3e8b54 OffHook.

StationlInit means that an inbound Transmission Control Protocol (TCP) message
from a Skinny station reached CallManager. A Skinny station is any endpoint that
uses the Skinny protocol to communicate with CallManager. This includes the Cisco
79xx family of IP phones. In other words, any message that starts with Stationlnit is
a message from an IP phone.



1a3e8b54 is probably the most important piece of this trace example. It is called a
TCP handle and it represents a unique value that identifies a specific IP phone
registered to this CallManager server. With the TCP handle, you can follow every
message to and from that IP phone and see the full series of messages exchanged
between CallManager and the phone. When searching through a CCM trace file in
Notepad, copy the TCP handle to the clipboard (Ctrl+C), then open the Find box in
Notepad (Ctrl+F), and paste the TCP handle (Ctrl+V). Once you get into the habit
of highlighting the TCP handle and then pressing Ctrl+C, Ctrl+F, and Ctrl+V to enter
the TCP handle into the Find window, you will be able to search for Skinny messages
related to a device very quickly.

If you want to find the TCP handle for a particular IP phone, obtain the MAC address
of the phone from either CallManager Administration or from the phone itself and
search for the MAC address in the CCM trace until you find a KeepAlive to that phone.
For example,

Stationlnit - InboundStim - KeepAliveMessage —
Send KeepAlive to Device Controller. DeviceName=SEP0O03094C2D11F,
TCPHandle=1a3e8b54, IPAddr=10.80.1.147, Port=51763,
Device Controller=[2,89,2992]

Notice the KeepAlive message contains both the TCP handle and the device name for
the IP phone. Once you find the KeepAlive message, copy the TCPHandle field and
use that to search through the CCM trace.

The OffHook message means that CallManager received a Skinny message
indicating the phone went off-hook.

The next message is

StationD: 1la3e8b54 DisplayText text=" 3000

Notice that instead of Stationlnit you see StationD. This signifies that CallManager
is sending a Skinny message to the phone. Stationlnit messages are sent from the IP
phone to CallManager, while StationD messages are sent from CallManager to the IP
phone. Skinny message transmission such as this between the IP phone and
CallManager occurs for every action undertaken by the IP phone, including
initialization, registration, on-hook, off-hook, dialing of digits, key presses on the
phone, and so much more.

Again you see the same TCP handle, 1a3e8b54, listed for this message.

The number 3000 represents the directory number of the phone. If you know the
phone number of the calling IP phone, you can often find the beginning of a call by
simply searching for the calling phone's directory number. In CallManager 3.3 and
later the DisplayText message actually shows

StationOutputDisplayText don"t need to send, because mlsAlLegacyDevice =
0

The reason for this message is that the 79xx series Cisco IP Phones never paid
attention to the DisplayText message in the first place, so in CallManager 3.3 and
beyond, the message is no longer sent. This means that if you search for the
directory number of the IP phone, you might not find exactly the beginning of the



sequence of events. It is best to search for the device name you are looking for and
find a KeepAlive to get the TCP handle as discussed earlier.
Other messages sent to the IP phone include the following:

StationD: 1la3e8b54

StationD: 1a3e8b54 SetLamp stimullus=9(Line) stimuluslnstance=1
lampMode=2(LampOn) .

StationD: 1la3e8b54 CallState callState=1 linelnstance=1

cal lReference=16777217

StationD: 1a3e8b54 DisplayPromptStatus timeOutValue=0
promptStatus="Enter number® linelnstance=1

StationD: 1a3e8b54 SelectSoftKeys instance=1 reference=16777217
softKeySetlndex=4 validKeyMask=-1.

StationD: 1a3e8b54 ActivateCallPlane linelnstance=1.

Again you see that all the trace lines begin with StationD indicating that these are
messages from CallManager to the IP phone and you see each line has the same TCP
handle.

Do not concern yourself at this point about exactly what each of the pieces in the
trace mean. These are all Skinny messages sent to the IP phone. At this point, you
should just familiarize yourself with the basic call flow to understand how to read the
trace files, not necessarily what each piece of the trace file means. Chapters 4 and 5
provide additional detail relating to the Skinny messaging you see in the preceding
output. In particular, see Table 5-1, "Skinny Message Definitions," and the section,
"Examining Skinny Protocol Messages in a CCM Trace" in Chapter 5 for detailed
explanations.

You will notice, however, that many of the trace messages are relatively self-
explanatory. For example, the StartTone message with tone=33(InsideDialTone)
tells the IP phone to start playing dial tone.

Note the callReference ID. A callReference ID is created for each participant in a
call and you can use this ID to track a particular call through a CCM trace. A new
callReference ID is created for each participant in a call and when some features are
invoked, such as transfer and conference. Each leg of a call gets its own
callReference ID assigned, so in a call between two IP phones, each phone gets
assigned a separate callReferencelD.

So far you have only seen Skinny protocol messages; however, this callReference ID
can help you correlate the Skinny messages with other messages to devices involved
in the same call.

Next, the user on the IP phone begins dialing digits. This time, notice the difference
between StationD and Stationlnit messages, indicating communication back and
forth between CallManager and the IP phone.

Stationlnit: la3e8b54 KeypadButton KpBUEEGH=3

StationD: la3e8b54 SEopTone

StationD: 1la3e8b54 SelectSoftKeys instance=1 reference=16777217
softKeySetlIndex=6 validKeyMask=-1

Stationlnit: 1a3e8b54 KeypadButton KpBUEEOH=0

Stationlnit: 1a3e8b54 KeypadButton KpBUEEGH=0

Stationlnit: la3e8b54 KeypadButton KpBUEEGH=1




Notice that a 3 is dialed and a tone is then stopped. The Skinny protocol does not
provide a mechanism to specify which tone to stop, so it sends a generic StopTone
message. This stops any tones the IP phone happened to be playing at the time. In
this case, remember you saw CallManager instruct the IP phone to play inside dial
tone in the previous trace section.

The kpButton= message is always followed by the dialed digit. As soon as the first
digit is dialed, the phone is told to stop playing dial tone. That makes sense because
when you pick up the phone, you hear dial tone, but as soon as you dial a digit, the
tone stops. Notice that after the phone is told to stop the tone, the soft keys are
updated on the display. By looking at all the kpButton= messages, you can see that
3001 is the number dialed.

Note that the digit * is shown in a trace as the letter e and a # is shown as f. So for
example, the message kpButton=e means the user entered the * key.
CallManager is constantly analyzing the digits the user dials, and once it finds an
exact match, digit analysis returns the results for the match. Now it is time to ring
Phone B, which is configured with DN 3001. Chapter 9, "Call Routing" provides
additional detail about how digit analysis works in CallManager. There is, however,
one important concept you should understand about digit analysis: Whenever digit
analysis makes a match for a call, it displays the digit analysis results in the CCM
trace. For example,

|PretransftormCal l ingPartyNumber=3000
|CallingPartyNumber=3000
|[DialingPartition=Linel
|DialingPattern=3001
|DialingRoutePatternRegularExpression=(3001)
|DialingWhere=
|PatternType=Enterprise
|PotentialMatches=NoPotentialMatchesExist
|DialingSdIProcesslid=(2,34,3500)
|PretransformDigitString=3001
|PretransformTagsList=SUBSCRIBER
|PretransformPositionalMatchList=3001
|CollectedDigits=3001
|UnconsumedDigits=

| TagsList=SUBSCRIBER
|PositionalMatchList=3001

| VoiceMai Ibox=

| VoiceMai ICallingSearchSpace=IPMA-PA:Linel
|VoiceMai IPilotNumber=5678

| DisplayName=James
|RouteBlockFlag=RouteThisPattern

| InterceptPartition=

| InterceptPattern=

| InterceptWhere=

| InterceptSdIProcessid=(0,0,0)

| InterceptSsType=0

| InterceptSsKey=0

|WithTags=

|WithValues=
|CgpnPresentation=NotSelected

|Cal IManagerDeviceType=UserDevice



Do not be concerned about what each of the fields means at this point. Chapter 9
explains some of the concepts such as partitions and calling search spaces. The
important concept to grasp here is that any time digit analysis makes a match, you
see a digit analysis result similar to this one in the CCM trace. These digit analysis
results are easy to spot in a CCM trace because of the white space to the right of the
digit analysis results. If you look at a CCM trace, you will see that the majority of
trace lines are over 100 characters in length; however, the digit analysis results are
usually no more than 20 to 30 characters long, making the digit analysis results easy
to find while scrolling quickly through a CCM trace file.

Because CallManager has collected all the required digits, it is ready to notify the
destination IP phone there is an incoming call. The next example shows CallManager
sending Skinny messages to Phone B.

StationD: Ia38e8af0 DisplayText text=" 3001

StationD: la3e8af0 CallState callState=4 linelnstance=1

cal IReference=16777218
StationD:  la3e8af0 CallInfo callingPartyName="James"

callingParty=3000
cgpnVoiceMai lbox=

calledPartyNamestiarys calledParty=3001

originalCalledPartyName="Mary~
originalCalledParty=3001

originalCdpnVoiceMai lbox=
originalCdpnRedirectReason=0

lastRedirectingPartyName="Mary"
lastRedirectingParty=3001

lastRedirectingVoiceMai lbox=

lastRedirectingReason=0

callType=1(InBound) linelnstance=1

callReference=16777218

cdpnVoiceMai lbox=

StationD: 1la3e8af0 SetLamp stimulus=9(Line) stimuluslnstance=1
lampMode=5(LampBl ink)

StationD: 1a3e8af0

StationD: 1la3e8af0 DisplayNotify timeOutValue=10 notify="From 3000"

StationD: 1la3e8af0 DisplayPromptStatus timeOutValue=0

linelnstance=1 callReference=16777218
StationD: la3e8af0 SelectSoftKeys instance=1 reference=16777218
softKeySetlIndex=3 validkeyMask=-1

Notice first that a StationD message is generated. This means that a message is
sent from CallManager to the IP phone. Also notice that the TCP handle is different
than in the preceding trace output. Each IP phone has a unique TCP handle assigned
to it at registration. You can use the unique TCP handle to differentiate between the
Skinny messages sent to and from Phone A (TCP handle 1a3e8b54) and those sent
to and from Phone B (TCP handle 1a3e8af0). A new TCP handle is assigned any time
an IP phone such as Phone A unregisters and reregisters to CallManager, resets, or
fails over or back from one CallManager to another.

Notice also that the callReference value (16777218) is different from the previous
output. As we mentioned earlier, this is because each leg of a call is assigned a
different call reference. In this case, this is the call reference for Phone B. This call
reference persists for the duration of the call on Phone B.



Phone B rings and the call information shows that James called Mary. You see
several messages that seem to suggest the call is being redirected; it's not. These
are just standard messages sent by CallManager.

Once again, do not be concerned about exactly what each message means at this
point. Future chapters go into detail about each message; however, you can see
from reading the trace that Phone B is being told to ring (SetRinger
ringMode=2(InsideRing)) and display "From 3000" on the prompt line of the IP
phone (promptStatus='From 3000").

Now that a call is in progress, Phone A gets some updated information, including
display information such as called and calling party names.

StationD: 1la3e8b54 SelectSoftKeys instance=1 reference=16777217
softKeySetlIndex=8 validkeyMask=-1.
StationD: 1a3e8b54 CallState callState=12 linelnstance=1

callReference=16777217

StationD: la3e8b54 SEar€tloné tone=36(AlertingTone).
StationD: 1a3e8b54 CallState callState=3 linelnstance=1
callReference=16777217
StationD: 1la3e8b54 SelectSoftKeys instance=1 reference=16777217
softKeySetIndex=8 validKeyMask=-1.
StationD: 1la3e8b54 DisplayPromptStatus timeOutValue=0
promptStatus="Ring Out”
linelnstance=1 callReference=16777217.

Basically, these messages perform two actions. First, the display on Phone A changes
now that the call is in progress. Second, the phone is told to play an alerting tone.
The alerting tone is the standard ringback tone you hear when placing a call. You
also see the first callReference value, 16777217, indicating the original call placed
by Phone A. Remember each call reference is only valid for one leg of the call.

Stationlnit: la3e8af0 OffHook

StationD: la3e8af0 ClearNotify

StationD: la3e8af0

StationD: 1la3e8af0 SetLamp stimulus=9(Line) stimuluslnstance=1
lampMode=2(LampOn)

StationD: 1a3e8af0 CallState callState=1 linelnstance=1

callReference=16777218

StationD: 1a3e8af0 ActivateCallPlane linelnstance=1

The Stationlnit OffHook message indicates that Phone B goes off-hook and
answers the call. CallManager sends a SetRinger ringMode=1(RingOff) message,
which tells Phone B to stop ringing, and the preparation is now complete for the
actual media connection.



Next, we'll examine how the audio stream is set up. As with all VolP protocols,
Skinny uses Real-Time Transport Protocol (RTP) streams over User Datagram
Protocol (UDP) packets to send and receive Voice over IP (VolP) samples. Each RTP
stream is called a logical channel. A logical channel is a unidirectional RTP stream, so
to have a two-way conversation, you must have two logical channels opened—one
from the calling device to the called device and one from the called device to the
calling device.

In a call involving a Skinny device, CallManager asks the IP phone to open a
connection to receive RTP streams. CallManager asks the IP phone for specific
parameters for this connection, including the codec and packet size. You can see the
following OpenLogicalChannel messages from CallManager to each IP phone
requesting that they open a connection to receive RTP packets using G.711.

StationD: conferencelD=0
passThruPartyID=17 millisecondPacketSize=20

qualifierin=2?. mylP: 3eeelcac (172.28.238.62)
StationD: conferencelD=0
passThruPartyID=33 millisecondPacketSize=20

qualifierin=?. mylP: 2feelcac (172.28.238.47)

Upon receiving an OpenReceiveChannel message, the IP phone selects the UDP
port number it wants to use to receive RTP packets and reports this information back
to CallManager in an OpenReceiveChannelAck message. Phone A responds first:

Stationlnit: [a3e8b54 0penReceivechannelAck
Status=0, IpAddr=0x3eeelcac, POFt=20096, PartylD=17

Once CallManager receives this information from Phone A, it can tell Phone B where
to send its RTP stream. Until this point, CallManager could not tell Phone B which
UDP port number to use because Phone A had not reported it to CallManager. Once
CallManager receives the port number in the OpenReceiveChannelAck message
from Phone A, it sends a StartMediaTransmission message to Phone B giving it
the IP address and port number of Phone A along with information about which voice
codec to use.

StationD:
conferencelD=0 passThruPartylD=33

remotelpAddress=3eeelcac(172.28.238.62)
FEMOEEPOrENUMBEFr=20096 mil 1 iSecondPacketSize=20

qualifierOut=?. mylP: 2feelcac (172.28.238.62)

Next, CallManager receives an OpenReceiveChannelAck from Phone B containing
the UDP port number information and passes this on to Phone A in a
StartMediaTransmission message.

Stationlnit: 1a3e8af0 OpenReceiveChannelAck Status=0,



IpAddr=0x2feelcac, Port=19648, PartylD=33
StationD:
conferencelD=0 passThruPartylD=17

mi Il iSecondPacketSize=20
qualifierOut=".

mylP: 3eeelcac (172.28.238.47)

So at this point, Phone A (TCP handle 1a3e8b54) is sending RTP packets to
172.28.238.47, which happens to be Phone B, and Phone B (TCP handle 1a3e8af0) is
sending RTP packets to 172.28.238.62, which happens to be Phone A.

Notice that for the duration of this call, Phone A has never sent nor received any
Skinny signaling to or from Phone B. This is because all the signaling goes through
CallManager. The only time IP phones send packets to each other is for the actual
voice stream. This is what allows CallManager to set up calls between devices that
use different signaling protocols. For example, if Phone A called a phone number on
the PSTN instead of another IP phone, the signaling between CallManager and Phone
A remains the same. Phone A has no idea that it is sending RTP packets to a voice
gateway and vice versa.

When reading CCM traces, you can usually separate each leg of the call and
concentrate on one part at a time. For example, if you have a call that goes out
through a voice gateway, once you have verified that the IP phone dialed the correct
digits and CallManager is routing the call to a voice gateway, you can focus on the
gateway debugs to determine how the call gets set up.

Also it is important to separate the signaling aspects of a call set up from the RTP
media streams. All VoIP devices are blindly told to send RTP packets to an IP address
and port number without knowing what type of device they are sending these
packets to. As long as the terminating device provided the correct IP address and
port number and CallManager relayed this information correctly, everything works
properly. However, pay attention to the signaling aspects to ensure that the port
number received from the terminating device is the same as the port number
reported to the originating device.

Tracing a Call Through an MGCP T1 PRI Gateway

The next call to dissect is an IP phone (3000) making a call through a WS-X6608-T1
PRI MGCP gateway. MGCP is not described in detail in this example; however, you
will see ISDN Q.931 messages because this is the protocol used over the PRI D-
channel. A detailed discussion on troubleshooting ISDN PRI problems can be found in
Chapter 6. Appendix A includes the standards body and specification for ISDN Q.931.
All Q.931 and H.323 (including intercluster trunk) calls look basically the same in a
CCM trace. Also, some non-I1SDN gateways such as the WS-X6624 and the WS-
X6608 when using T1 CAS also use Q.931 messages to communicate with
CallManager. This makes understanding the basic structure of this kind of trace
message important.

The majority of information presented in the CCM trace file for a gateway call is in
hexa-decimal notation. The Q.931 specification states that phone numbers should be
encoded in ASCII as well as character strings, such as display names. The CCM trace
also uses hexa-decimal equivalents for the IP addresses on some occasions. Do not
be intimidated by the hexadecimal values. Once you understand how to decode them,
they are actually easy to understand. Appendix C provides a cheat sheet for
conversions.




Whenever an H.323 or Q.931 call is made, you will see a section of trace similar to
the following outgoing ISDN setup message:

le - Ni2BearerCapabilityle IEData= 04 03 80 90 A2
le - Q931Channelldle I1EData= 18 03 A9 83 97
le - Q931CallingPartyle IEData= 6C 06 00 80 33 30 30 30
le - Q931CalledPartyle IEData= 70 05 80 33 30 30 31
MMan_ld= 0. (iep= O dsl= 0 sapi= 0 ces= 0 [IpAddr=azesicac
IpPort=2427)
= 08 [D2J00N08 05 04 03 80 90 A2 18 03 A9 83 97 6C 06 00 80
33 30 30
30 70 05 80 33 30 30 31

The first line gives you information about the direction of the call (either Out
Message or In Message) followed by the type of message (PriSetupMsg) and the
protocol used for the message (PriNi2Protocol). The direction is from the
perspective of CallManager, so this means a device registered to CallManager is
placing a call out through a gateway.

As with the IP phone, a unique identifier is used to keep track of the call. Use the
hexa-decimal IP address IpAddr=ad4e8l1cac in conjunction with call reference
number 02 00 09 to track the call throughout the trace. When viewing an ISDN
trace, look at the IsdnMsgDataZ2 line to find the call reference ID. In some cases
you will see IsdnMsgData or IsdnMsgDatal instead of IsDNMsgData2. They are
equivalent. Ignore the first two numbers (usually 08). The next two numbers are the
call reference length (02), and the next four are the call reference value (00 09).
You might be wondering how ad4e81cac is converted to an IP address in dotted
decimal notation. This is a hexadecimal representation of the IP address. You can
figure out the IP address by working backwards. In this example, first, take the last
two digits, ac, which is hex for 172. Next, consider the 1c, which is hex for 28. Third,
take e8, which is hex for 232. Finally, take a4, which is hex for 164. The IP address
is 172.28.232.164.

NOTE

Appendix C provides a quick cheat sheet to determine how to quickly
convert between decimal, hexadecimal, and binary values.

So far you know you are looking at an outbound setup message on a PRI configured
for the NI2 ISDN protocol, all of which you determined from the first line of the trace.
You also know the call reference from decoding the first few bytes of the
IsdnMessageData2. The lines in the middle that begin with le are ISDN Q.931
information elements. Information elements are covered in detail in Chapter 6;
however, they are all formatted the same way in the CCM trace. For example, the
following is the called party information element (IE):



le - Q931CalledPartyle IEData= 70 05 80 33 30 30 31

Each information element line begins with the letters le followed by the name of the
information element, in this case Q931CalledPartyle. After the name follows the
data contained in that information element. The format of the data that follows is
dependent on the particular information element. The Q.931 and H.225 specifications
describe the format of each information element. Having a copy of the ITU-T Q.931
specification can prove to be invaluable when troubleshooting ISDN problems
because you can get down to the exact details of each bit in the IE data.

Fortunately for most day-to-day activities you do not need to reference the Q.931
specification because the information you need is easily identifiable. For example, in
the called party number information element shown above, notice the IE data
contains the sequence 33 30 30 31, which is 3001 in ASCII. This represents the
directory number that is being called. Now you can follow the call's events.

Just as you searched through the CCM trace for the TCP handle of the IP phone to
find the next message associated with a particular phone, you can do the same for a
Q.931 or H.323 call. The call reference for a call remains the same for the duration of
a call. The first bit, however, of the call reference is flipped depending on the
direction of the call. Chapter 6 goes into detail about how this works, so don't worry
about it right now. All you need to know is to search for the call reference minus the
first digit. In this case the call reference is OO0 09, so search for O 09.

If you search through the CCM trace, you come to the next message. Notice that the
message that follows is an In Message. This means it is an inbound message sent
to CallManager by the ISDN network:

In Message -- PriCallProceedingMsg -- Protocol= PriNi2Protocol
le - Q931Channelldle -- IEData= 18 03 A9 83 97

MMan_Id= 0. (iep= O dsl= 0 sapi= 0 ces= 0 IpAddr=ad4e8lcac
IpPort=2427

IsdnMsgDatal= 08 Q2W80M09 02 18 03 A9 83 97

Notice that the call reference is now 02 80 09. The most-significant bit (MSB) is set
on the call reference value. This bit determines if this message is the originating or
terminating side; however, you do not need to know what this bit means because
CallManager clearly tells you which direction the message is going when it says In
Message or Out Messsage. When searching, you need to look for 02 00 09 or 02
80 09 to track all events relating to this call event, although searching for just O 09
is usually good enough.

These are just some of the tricks that help you follow call flows through the CCM
trace. Subsequent chapters provide additional trace examples as we investigate
other troubleshooting scenarios. Half the battle in reading a CCM trace is knowing
which pieces of the trace file to ignore so that you can focus on the important
messages in the trace. As you read through the following chapters, you will get a
better understanding of the different messages you might find in a CCM trace.

Reading SDL Traces

An SDL trace is a very detailed trace mainly used by Cisco development engineers
for code-level analysis of call processing events. To the average CallManager
administrator, SDL trace files are far too detailed for normal practical use.



If you're working with the Cisco Technical Assistance Center (TAC) on problem
resolution, TAC might ask you to collect SDL traces so that it can forward them to
CallManager developers for analysis. You need to know how to configure the trace
files to capture the right information for TAC.

Although the SDL trace files are generally not used for troubleshooting purposes, you
will find a few occasions in this book where you must look in the SDL trace file to get
a full understanding of a particular problem. In cases like this, we will provide details
on exactly what to look for.

SDL Overview

SDL traces provide a C programming language interface to alarms and trace
information in CallManager. Alarms are used to inform a TAC engineer or
CallManager developer of unexpected events, such as being unable to access a file,
database, Winsock, or other operating system resources.

SDL traces can span multiple servers, allowing a process on one server to
communicate with a process on another server transparently. This mechanism is
supported by the use of SDL links. An SDL link spans from one server supporting
SDL to another server supporting SDL.

SDL maintains a circular queue of files to log information. Over time, a file will be
overwritten. The number of files (determined by the CallManager service parameter
SdITraceTotalNumFiles) and the number of lines per file (determined by the
CallManager service parameter SdlITraceMaxLines) governs how long it takes to
overwrite old log files.

SDL generates two types of files:

e Log files— Contain the actual tracing information.

¢ Index files— Indicate which log file in the circular queue is currently being
used for writing. An index file allows SDL logging to start where it left off each
time an application is restarted.

Log filenames are composed of the following:
SDLNNN_gqQ_ XXXXxXX.txt

where
nnn represents the node ID
qqq represents the application ID (CallManager = 100)
XXXXXX represents the unique file index

Index filenames are composed of the following:
SDLnnn_qgqqg.index

where

nnn represents the node 1D



qqq represents the application ID (CallManager = 100)
The actual SDL log and index files are text-based. All columns in a log entry are

delimited by a vertical bar (]) character (0x7c). A log entry is broken into two
components, prefix and detail, which appear in the following format:

| Prefix Component | Detail Component |

Every log entry contains a prefix. The prefix always has the same format. The
common prefix of a trace line is as follows:

uuuuuuuuu | yy/mm/dd-hh:mm:ss:vvv | nnn | xxxx |
where
uuuuuuuuu represents a unique line sequence timestamp
yy represents the year
mm represents the month
dd represents the day
hh represents the hour
mm represents the minutes
ss represents the seconds
VvV represents the milliseconds
nnn represents the node ID

XXXX represents the log entry type (which defines the type of entry
being logged)

The SDL process running on each CallManager allows each node in the cluster to
communicate with other nodes in the cluster to exchange information. SDL is what
allows CallManager clustering to work by allowing processing for tasks to run on any
node in the cluster. Generally, processing for an event occurs on the node where the
device performing the given action is registered. For example, if an IP phone is
registered to a particular CallManager in a cluster, that CallManager usually handles
all call processing operations for that phone. But what if an IP phone registered to
one CallManager in the cluster places a call out a gateway registered to a different
CallManager in the cluster? In this case, some of the processing might occur on one
node while the rest of the processing occurs on another node.

CallManager functions by sending signals from one process to another. These signals
are just messages from one piece of software to another internal to CallManager.
These signals can be sent to a piece of code on an entirely different CallManager



node in the cluster. The SDL trace lets you see this happening. The best way to see
this is by looking at the log entry type field at the beginning of an SDL trace file. For
example,

011381785 | 02/09/16 14:51:37.874 | 002 | SdISig-0

The log entry type is SdISig-O. This means this CallManager server sent an SDL
signal to another node (O means outgoing). Conversely, if you see SdISig-I, this tells
you the CallManager node you are looking at received an SDL signal from another
node or another process. The CallManager and CTl Manager process communicate
with each other using SDL links as well, so you see communication to and from CTI
Manager in the SDL trace as SdISig-O and SdISig-I.

So how do you know which node the signal was coming from or destined to? After
the SdISig-O or SdISig-1 message you should see several columns of text separated
by the vertical bar (]) character. For example,

SdISig-O | DbDeviceClose | initialized | Db(1,100,20,1) |
Db(2,100,20,1) |

An actual SDL trace has many more columns and spaces between columns than what
is shown here. We have condensed the trace to fit on the printed page. The two
columns to examine are the third and fourth columns after SdISig-O. These describe
the process sending the signal and the process to which the signal is being sent. The
third column shows the destination (Db(1,100,20,1)) and the fourth shows the
source (Db(2,100,20,1)).

Now you need to understand what you are looking at when you see Db(2,100,20,1).
Db is the process name. You do not need to understand what the various process
names signify. The important part is the four comma-separated numbers that follow
the process name. The four numbers represent (in this order)

Node number

Application number (100 = CallManager, 200 = CTI Manager)
Process type

Process instance

The only ones you should be concerned with are the node number and the
application number. In this case, you can see the signal is from CallManager on node
2 to CallManager on node 1.

You might be wondering why you need to know all this. Because CallManager is a
distributed architecture, you might find that when looking at a CCM trace the events
occurring don't seem to make sense. For example, you might see an IP phone
making a call but never see the call go out a gateway to its destination, or you might
see an IP phone told to play reorder for no apparent reason. When you see an
unexplained event in the CCM trace, look at the same timestamp in the SDL trace to
see if there was a signal from another node at that time. If so, look in the CCM trace
on the other node at the same time to see if there is any additional detail about the
call on the other node. This is the reason why having the clocks synchronized on all
servers is so vitally important. Without time synchronization, you would have a very
difficult task trying to match the events shown in the CCM trace on one server with
the events on another server.



Although you will never read through an SDL trace the way you read through a CCM
trace, you might occasionally have to look at the SDL trace to see what triggered a
particular event in the CCM trace. In some cases, you will take the timestamp for an
event in the CCM trace and match up that same timestamp in the SDL trace.

Enabling SDL Trace and Setting the Appropriate SDL Trace Level

Now that you know what the SDL trace is for, you need to know how to turn on SDL
tracing and set the appropriate bit mask for the data you need. A bit mask is a string
of bits that each represent a particular trace setting. For example, 10010011 is a bit
mask. Each 1 in the bit mask indicates that a particular trace should be enabled,
while each 0 indicates that a particular trace should be disabled. Bit masks are
usually represented as strings of hex digits. For example, 10010011 is 0x93.
Detailed SDL tracing consumes a lot of disk space and affects the processor on the
CallManager server, which can result in performance degradation under very high
call volumes. However, as of CallManager 3.3, SDL trace writing is performed
asynchronously which means CallManager is allowed first access to the disk and CPU
for call processing. If insufficient disk or CPU bandwidth exists to write the trace file,
lines are skipped in the trace, but call processing is not affected.

SDL traces are enabled in the Service > Service Parameter area in CallManager
Administration. Table 3-3 shows the parameters you can adjust.

Table 3-3. SDL Service Parameters
SDL Service Parameter Description

SdlListeningPort This is the TCP port with which SDL links can be
established between nodes in a cluster. The port is
8002 by default. There is rarely any reason to
change this value.

SdiIMaxRouterLatencySecs Indicates the maximum number of seconds of
signal latency before forcing a restart of the
CallManager service. The default is 20.

SdIMaxUnHandledExceptions Specifies the maximum number of CallManager
exceptions that can occur before CallManager stops
running. The default is 5.

SdITraceDataFlags This is a bit mask used to enable the tracing of SDL
non-application-specific components or to modify
the behavior of SDL tracing.

e The recommended value for normal system
debugging is 0x110.

e The recommended value when tracking
problems with SDL links is Ox13D.

See Table 3-4 for details.

SdITraceFlushImmed Determines whether SDL trace entries are to be
flushed to disk immediately. If this parameter is set
to False, SDL trace entries are flushed to disk when
there is spare disk bandwidth not being used for
call processing. Setting this parameter to True



Table 3-3. SDL Service Parameters

SDL Service Parameter

SdIXmlITraceFlag

SdITraceDataSize

SdITraceFilePath

SdITraceFlag

SdITraceMaxLines

SdiITraceTotalNumFiles

SdITraceTypeFlags

Description

causes higher disk input/output but ensures that all
entries are written to the disk in the unlikely event
of a software error. You should set this to False
during normal operating conditions. The default is
True.

Determines whether XML-formatted tracing is
allowed for SDL traces. The default is False.

For signal types, this constrains the number of
bytes that can be dumped from the data portion of
a signal. This information appears in the freeform
information column at the end of each line in the
SDL trace file. The default is 100 bytes.

This is the directory path that SDL uses to generate
the log files. If this path is not defined or is defined
incorrectly, SDL uses the default root path:
C:\ProgramFiles\Cisco\Trace\SDL\.

This is a Boolean flag that indicates if SDL tracing is
enabled or disabled. Set this flag to True to turn
tracing on or False to turn tracing off. The default is
True.

This value indicates the maximum number of lines
written to a log file before a new log file is created.
The default is 10,000 lines.

This value indicates the maximum number of files
that can be created for logging purposes. The
default is 250 files. Normally, a maximum of 250
files is not enough because the files write in round-
robin or circular fashion—when the maximum limit
is met, the next file starts at the beginning and
overwrites the first file.

Determine how much free disk space you have,
deduct a safety net of 500 MB, and then use the
rest of your disk space for trace space. You can
calculate the size of your trace files by figuring the
average CCM trace at 10,000 lines consumes about
2.5 MB; the average SDL trace at 10,000 lines
consumes about 3.5 MB. Be sure to monitor free
disk space by using other tools mentioned in this
chapter such as PerfMon or CCEmail.

This field indicates the bit mask value for collecting
the trace type flag of choice.

e The recommended value for normal call
debugging is
SdITraceTypeFlags=0x00000B04.

e The recommended value for low-level



Table 3-3. SDL Service Parameters

SDL Service Parameter

Description

debugging or the debugging of voice
gateways is OXAOOOEB15.

See Table 3-5 for more details.

The bit mask definitions shown in Table 3-4 correlate to the Trace Characteristics on
the SDL Trace Configuration page in CallManager Serviceability (Trace >
Configuration > select a server > Cisco CallManager > click the link to SDL

Configuration).

Table 3-4. Non-application-specific Bits

Trace
Characteristic in
CallManager

Name Serviceability Bit Mask Description
traceSdIlLinkState |Enable SDL Link 0x00000001 | Enables the tracing of SDL
States Trace link states.
traceSdlLowLevel |Enable Low-level 0x00000002 | Enables low-level SDL
SDL Trace tracing.
traceSdILinkPoll Enable SDL Link Poll | 0x00000004 | Enables the tracing of SDL
Trace link poll.
traceSdILinkMsg |Enable SDL Link 0x00000008 | Enables the tracing of SDL
Messages Trace Link messages.
traceRawData Enable Signal Data | 0x00000010 | Enables signal data dump.
Dump Trace
traceSdiTagMap Enable Correlation 0x00000020 | Enables the tracing of
Tag Mapping Trace correlation tag mapping.
traceCreate Enable SDL Process |0x00000100 | Enables the tracing of SDL
States Trace process states.
traceNoPretyPrint | Disable Pretty Print | 0x00000200 | Enables no pretty print of
of SDL Trace the SDL trace. Pretty print
adds tabs and spaces in a
trace file without
performing post
processing.
traceSdlIEvent Enable SDL TCP 0x80000000 | Enables TCP event traces.

Event Trace

The bit mask definitions shown in Table 3-5 correlate to the Trace Filter Settings on
the SDL Trace Configuration page in CallManager Serviceability (Trace >
Configuration > select a server > Cisco CallManager > click the link to SDL

Configuration).




Table 3-5. Bit Mask Definitions

Trace Filter
Setting in
CallManager

Name Serviceability |Bit Mask Description
tracelLayerl Enable All 0x00000001 |Enables all Layer 1 traces.
Layer 1 Trace
traceDetailLayerl Enable Detailed | 0xO0000002 | Enables detailed Layer 1
Layer 1 Trace trace.
Not used — 0x00000008 | This bit is not used.
tracelLayer2 Enable All 0x00000010 |Enables all Layer 2 traces.
Layer 2 Trace
tracelLayer2Interface | Enable Layer 2 | 0x00000020 | Enables Layer 2 interface
Interface Trace trace.
traceLayer2TCP Enable All 0x00000040 | Enables Layer 2 TCP trace.
Layer 2 TCP
Trace
traceDetailLayer2 Enable Detailed | 0x00000080 | Enables a detailed dump of
Dump Layer 2 Layer 2 frames.
Trace
tracelLayer3 Enable All 0x00000100 | Enables all Layer 3 traces.
Layer 3 Trace
traceCc Enable All Call | 0x00000200 | Enables all Call Control
Control Trace traces.
traceMiscPolls Enable 0x00000400 | Enables miscellaneous polls
Miscellaneous traces.
Polls Trace
traceMisc Enable 0x00000800 | Enables miscellaneous
Miscellaneous traces (database signals).
Trace
(Database
Signals)
traceMsgtrans Enable 0x00001000 | Enables message translation
Message signals
Translation TranslatelsdnToSdIReq,
Signals Trace TranslatelsdnToSdIRes,
TranslateSdITolsdnReq,
TranslateSdITolsdnRes
traces.
traceUuie Enable UUIE 0x00002000 | Enables UUIE output traces.
Output Trace
traceGateway Enable 0x00004000 | Enables gateway signals

Gateway

traces.




Table 3-5. Bit Mask Definitions

Trace Filter
Setting in
CallManager
Name Serviceability |Bit Mask Description

Signals Trace

tracecCti Enable CTI 0x00008000 | Enables CTI signal traces.
Trace

traceNetworkSvc Enable Network | 0x10000000 | Enables network service
Service Data data traces.
Trace

traceNetworkEvent Enable Network | 0x20000000 | Enables network service

Service Event event traces.
Trace
tracelccpAdmin Enable ICCP 0x40000000 | Enables Intracluster Control
Admin Trace Protocol (ICCP)
administration traces.
traceDefault Enable Default | 0x80000000 | Enables default traces.
Trace

Microsoft Performance (PerfMon)

Microsoft Performance is an administrative tool provided by the Windows 2000
operating system. It is colloquially referred to as PerfMon. PerfMon can be used to
monitor a variety of performance objects. A performance object is a set of counters
reported by a process or application running on the system that can be monitored.
An example of a standard performance object is the Processor object, which contains
a variety of processor-related counters such as processor utilization. PerfMon allows
you to look at real-time statistics. It contains logging facilities to take snapshots of
any counter at user-defined intervals.

The StatisticsEnabled service parameter in CallManager Administration (Service >
Service Paramaters > select a server > Cisco CallManager) must be set to True
to generate data in the counters. If statistics are disabled, neither PerfMon nor the
Real-Time Monitoring Tool (RTMT) can collect data. Statistics are enabled by default.
CallManager includes several performance objects that let you monitor various
counters related to the operation of the CallManager services and associated devices.
The RTMT, which is discussed later in this chapter as part of the "CallManager
Serviceability" section, provides much the same functionality as PerfMon.

Comparing PerfMon and the Real-Time Monitoring Tool (RTMT)

Although PerfMon and the RTMT allow you to view the same performance objects,
each tool has its strengths and weaknesses.

PerfMon Advantages




You can configure PerfMon to log specific counters to a comma-separated values
(CSV) file. This CSV file can then be imported into a spreadsheet application for
further analysis.

A third-party tool called CCEmail (discussed in the next section) allows you to
configure alerts in PerfMon.

Another advantage PerfMon has over RTMT is that the RTMT web browser must
always be running for the counters to be monitored and alerts to be sent. However,
that will likely be fixed in releases of RTMT subsequent to release 3.3(3).

RTMT Advantages

You can run the RTMT from a web browser on any PC that has IP connectivity to
CallManager. PerfMon can be run only from a Windows NT/2000/XP PC that has
PerfMon installed.

You can confi